NMpumepbl peanbHbIX B3JIOMOB
(PparmMeHT KHUIrM "TexHuKa
u dunocodus xaKkepckux artak 2.000")

Kpuc Kacnepcku
kk@sendmail.ru

B Hacrosileil KHUre Bce aTaku paccMaTPUBAJIMCh UCKJIOUHTE/bHO HA TMpUMepax, cre-
1IMAJbHO HATIMCAHHBIX JIs IEMOHCTPALIMKU TOTO UM UHOTO ajroputMa nporpamm ‘CrackMe’.
[Ipu 3TOM MHOTHE U3 HUX ObLIH CJAUIIKOM HCKYCCTBEHHBIMU M JaJIEKUMH OT peaJibHbIX 3aLLUT-
HbIX MEXaHU3MOB. DTO 6bLIO YIOOHO /IS U3JI0XKEHHS MaTepHasia, Ho He 0TPaxKaJsio peasbHbIX
CYLLLECTBYIOLIMX 3ALIUT.

[TosTOMy, 51 pelln BKIIOUUTD B PUJIOKEHHST HEKOTOPbIE TPUMEPhl peaJsibHbIX B3/JIOMOB.
Bce 3T nporpaMmbl LIMPOKO PacrnpocTpaHeHbl U OTPaXKaOT CPEAHUH YPOBEHb 3aLIUThI
YCJOBHO-6€eCIaTHBIX MPorpaMmm. 3aMeTHM, UTO OH CYIIIECTBEHHO HUXKe UeM MHOTHE U3 MPe/l-
JIOYKEHHbBIX B KHUT'€ peasiu3atluil.

HanomuHato, 4to B3/710M B TOH WM MHOH Mepe KOH(JUKTYET C POCCHHCKAM H MEXK/TyHa-
POJIHBIM 3aKOHOAATEJLCTBOM. [103TOMY, HEOOXOAMMO MOMHHUTb, UTO B3JIOM He OCBOOOK/IAET
OT PETUCTPALIUU U MOKET ObITh UCIOJb30BAH TOJLKO B 00pa30BaTe/IbHbIX LIEJIsIX, HO HUKAK He
JUIs1 TIOJTy4eHHs KaKOH-100 BHITOJbl. B 3TOM cilydae KOH(IUKTOB ¢ 3aKOHOAATEIbCBOM He
BO3HUKHET.
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[Ipexne, uem npucTynath K 0OCYKIE€HHUIO aCMEeKTOB CTOHKOCTH 3alUThl KOMIUJISATOPA
Intel C++ 5.0.1, cunraio CBOUM JA0JTrOM 3asBUTb, YTO 1 NJIyOOKO BOCXUIIEH STUM BEJIUKO-
JIETIHBIM MTPOTPAMMHBIM MPOIYKTOM U JIOMATh €r0, Ha MOH B3TJIsiL, IO MEHbIIIEH Mepe KOILyH-
CTBeHHO. Bripouem, cerosinsi To/1bKo JieHUBbIH He HaiineT B CeTn KpsiK (oauH Tosbko Google
no 3anpocy "Intel C++ crack” Bbinaer cBbiliie 12 Thicsun cChIJIOK!), TaK 4TO HUKAKOTO Bpe-
Jla OT JAHHOW MyOJIMKaUuKu He OyJIeT.

Hemuoro rpycTHbiX HoBocTel Jyuisi Hauasa. [IprobpecTn JierajbHyt0 BEpCHIO JaHHOTO
KOMIUWJIITOpA /151 2kuTesieil Poccui oKa3biBaeTest Upe3BbluaiiHo 3aTpyIHUTENbHO. M Bompoc
yrupaeTcs Jlaxe He B TO "'CKOJIbKO OH CTOUT' (@ CTOMT OH, €CJIH MHE He U3MeHSIeT MaMsITh UTo-
TO B palioHe ThiCAYM JI0JI1apoB), — KomnaHus Intel mpocto urHopupyer JaHHbBIH CerMeHT
pbiika. O6palieHnsi B pOCCHICKOE MPEICTaBUTEIbCTBO KOMIAHUH C TPOCLOOH NPeI0CTaBUTh
(3a ieHbru!) naHHbIH KOMITUJISITOP JUIS1 €70 2Ke OMUCaHMsl (YMTal — peKsaMbl U POJABHAKEHHUS )
B kHure "TexHuka onTHMHU3AIMK TIPOrpaMM”, TTOJIOKHUTEJBHBIX Pe3yJIbTaToOB He aaju. Jlaxe
nocJsie TOro, Kak K 3TOMy BOINPOCY MOAKJIIOYMIUCH MPSIMO-TAKH CKaXKeM He MeJIKUe oTeye-
ctBeHHble uanareabctBa BHV n Cosnon — P. Jlanno, He XoTST npojaBath — HY M He HAJO!
Bnaro xoTh ¢ cepBepa KOMNaHUM MOKHO CBOGOAHO YTsHYTh 30-1HeBHbIH Tpuas. Herycrto,
KOHEYHO, HO JUIsl CDABHUTEJILHOTO TECTUPOBAHUS — BIIOJIHE JOCTATOUHO (@ JUIsl IPYTUX Lesei
MHE TOT KOMITUJIATOP U He HyxKeH!).

Brnipouewm, Bce okazasioch He Tak npocto! C web-cepBepa KOMNUISATOP 3a MPOCTO TaK He
OTJAJICS, TTOCJIe 3aMOJHEHHST PETUCTPALIMOHHON (DOPMbI MEHSI BEXKJIMBO MOOJ1arolapuid U CO-
0611IMJIH, YTO cefvac KO MHe Ha "MblJI0" yraaeT MMCbMO C TPUAJIbHOH JIMIIEH3WEH U HHCTPYK-
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LMel 1o ee ycTaHOBKe. DT "ceiyac” 3aHsI10 y ceBepa axkK HeCKOJIbKO JIHel (Takoe BreyarJe-
HHe, UTO aHKeThl MpocMarpuBatotest BpyuHyto). OK! Jluuensus nosnyuena! Haunnaem ckauu-
BaTh ailsl.... Kak 310 Tak loKauka He nomiepkuBaercsi?! A BOT He mojyiepKuBaeTcst U Bce!
YuutbiBasi, yTo y MeHst jiniiib xaunkuid Dial-Up no kanany B 19.200 (1@ 1 TOT 110 MexKropojy),
cKayaTb rnoJicta MerabaiT 6e3 elHHOro paspbiBa NpocTo HepeaJsbHo. K Tomy ke, pabota Hajl
KHUTOM y2Ke OJIM3UTHCS K 3aBEPLUEHHIO M BHOCHTD B Hee ellle OJIMH KOMITUJIATOP (a 3HaUYMT, 1e-
penuchbIBaTh Kydy TeKCTa 3aHOBO) MHe CTaHOBUTCs npocTo B JioM. [la u Intel C++ st1o nane-
KO He caMblil MOMYJISIPHBIA B Kpyrax pOCCHICKHX MPOrPaMMHCTOB KOMITUJISITOP W KHUra 6e3
Hero Kak Hu Oy/ib y»K MepexKuBeT (X0Tsl, MOCMOTpeTh Kak Intel onTumMusupyer Kos rnoj cBou
MPOLIECCOPbI 0YEHb XOTEJOCh, 1A U JJOKYMEHTaLKsI 110 KOMITHJIATOPY BIOXHOBJsIA)' .

PazoasuBuinck Ha Bech cBeT (1 Ha napHeil u3 Intel B uactHocTH), st oTripaBuJicst Ha ftp-
cepBep KOMIIAHHH, OTKY/la HACKOPO, BCETO 32 KAKUX-TO TPH JAHS, CJUJ MOJHOPYHKIHMOHAb-
HYIO (XOTS1 M LIKOKO HECBEKYIO ) BEPCHIO KOMITUJISITOPA, HAXO/SLLLYIOCS 110 CJISyOLLeMY ajipe -
cy: ftp://download.intel.com/software/products/downloads/C5.0.1-15.exe. (npusitHo,
uto ftp noKauKy McrnpaBHO MoOIEPKMBAJ] U MHOTOKPATHbIE Pa3pbiBbl HUKAKUX MPoGJeM He
BbI3bIBaJIM ). [TosibCTHBLINCE HA pa3dmep, 51 cKayasl UMEHHO MSITYI0 BEPCHIO KOMITUJIATOPA, KO-
Topasi Obl/1a B 10JITOpa pasa Jerdye 1ecToi (Mo KOTOPYo y MeHsl MMeJlach HEHUCIO0/b30BaH -
Hasi TpUaJIbHAs JIMILEH3HS1) M a)K B JIBa pPa3a KOMIIAKTHee Ce/lbMO# — HOBeHILIEeH Ha MOMEHT
HarucaHusi 3TUX CTPOK — BEPCHH, JIOMATh KOTOPYIO, U3 "MOJMTHYECKHX COOOpaKeHHH, s BCe
paBHO Obl He PUCKHYJI, TaK 3a4eM Ke ee 3psi KayaTb?

Tenepb, co6CTBEHHO, Mbl M MTOAXOAUM K U3BECTHOMY (PUIOCOPCKOMY BOMPOCY: STHUHO JIH
JIOMaTb MPOrpPAMMHBIN MPOJYKT yBaxKaeMoi TOOOH KOMMaHUK WM 6e3 3TOro MOKHO 000M-
tHch? Jla ecsin 66 6€3 3TOro ObLIO BO3MOXKHO 000HUTHUCH, 51 Obl — YeCTHOE CJIOBO — 0e3 TeHH
COKaJIeHHsI BBIJIOZKHJT 32 STOT 3aMeyaTesbHbIH MPOYKT NMayKy BeUHO3eJeHbIX, HO, YBBbI... KOM-
MaHusl He MPOsIBJISIET KO MHE KaK IOKyNaTeJto HUKaKoro HHTepeca 1, KpoMe Kak JIoOMaTh, HH-
4ero Jpyroro rnpocTo He ocraercs!

Wrak, uncranaupyem Intel C++ u, npegBapute/ibHO CKOMUPOBAB B POCPOUEHHYIO JIH -
LLeH3uIo OT LecTol Bepeuu B nanky \Intel\Licenses, sanyckaem rosoHoi daiii nporpamMmmbi:

...\Program Files\Intel\C501\Compiler50\ia32\bin>icl.exe

Intel(R) C++ Compiler for 32-bit applications, Version 5.0.1 Build 0105257
Copyright (C) 1985-2001 Intel Corporation. All rights reserved.

icl: error: could not checkout FLEX1m license

checkout failed: No such feature exists (-5,357)

Kak u caenoBasio oxxuaath: "could not checkout FLEX Im license" ("ne moey npose-
pumo FLEX Im auyen3uio”) — KOMOWIATOP pyraeTcs W mpekpaiiaer cBoto padoty. Ara,
cTasio ObITh, nporpamma 3auuiierHa FLEX oM — 1octatouHo U3BECTHBIM B XaKepPCKHUX Kpyrax
MeHe/pKepoM JulieH3uil o komnanuu Globetrotter Inc, npencrapasitoimm co6oit focTaTou-
HO MPOJABUHYTYIO 3alLMTYy UHTErPUPOBAHHOrO THNa. PagpaboTumk 3aliMiiaeMoro npuioxe-
HUSl noJiydaeT B cBoe pacriopsikenne SDK| coneprkalilee Kak TpuBHasibHble (DYHKIHUHU MPO-
BEPKH BAJIMJAHOCTH KJloueBoro caia (JIMUEH3HH ), TaK U Pa3BUTble CPEJICTBA IMHAMHUUECKOH
cpoBkH ¢aiina. [Tpu rpamoTHOM Nojxoe K 3alluTe 3aMyCTUTh 3aLUILEHHYIO TTPOTPAMMY
6e3 HaJMUKsl COOTBETCTBYIOLLEH €l JIMIIEH3UH JIOMOAJIMHHO HEBO3MOXKHO. Ecin yacth npo-

I Camoe cmelHoOe, UTO KOIJa 1 BCe-TAKH CKAYas KOMITU/ISTOD Yepe3 CBOHX MOCKOBCKHMX 3HAKOMBIX (Hy, ISt
MockBbl 45 MerabailT 310 BOOOlIe HU UTO) OH HAOTpPe3 oTKasascs paboTaTh, MOTUBHPYS CBOE MOBEJICHHE TEM,
YTO CPOK JIEMOHCTPAIIHOHHOH JIHIIEH3UH yXKe HCTEK...
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rpaMmbl 3atiMdpoBaHa, To MbITaThesl pacuingpoBaTth ee 6e3 Kioua — aoxJoe jeJqo. [Ipasna
He dakT, uto napuu u3 Intel neficTBUTENBHO HCMONB30BAMM LLIM(POBAHKE, K TOMY K€, 3allIH-
(ppoBaHHble (parMeHThbl HHOT/A YAAETCS BOCCTAHOBUTh M0 KOCBEHHbBIM IAHHBIM. DTO CMOTpS,
uTO ellle 3alugposaHo!

Pagymeercsi, npu HaJMunK TpUAJIbHON JIMIIEH3UH 1IM(POBKA CHUMaeTcs 6e3 Tpyaa, HO
B TOM-TO BC€ U JI&JI0, YTO TPHAJILHOM JIMLIEH3WH y MeHs1 He Obl1o! TeM He MeHee HaiexK1a Me-
Hsl He TOKHJaJIa U, MepeKyCUB JJIsl CMeJIOCTH GATOHOM JOKTOPCKOM KoJ16ackl, c106peHHON
3HAUUTEJILHBIM KOJIMUECTBOM KeTuyTa, sl 3aMyCThJ/ CBOH JitoOuMblil u3accembsep [DA, ...
He 3HAl0 y KOro Kak, a y MeHsl BUA KoHcosibHOH IDA, pacnaxHyToil Ha Bech 3KpaH, Bceraa
BbI3bIBAeT UyBCTBO OsiaroroBenusi. OK, Hy-Ka NOCMOTPUM, IJie CKPbIBAIOTCS T€ TEKCTOBbIE
CTPOKH, KOTOpPbI€ BBIBOJSATCS MPH OTCYTCTBUM JIMIIeH3UH HA 3KkpaH. PesyabraT: Hu "No such
feature exists", nu "could not checkout" B ASCII-cTpokax (T. e. TeX cTpoKax, UTo cymeJi
pacrogdHath aBTomMatuueckuil anaauzatop IDA) He HaiineHo. Xopolio, 3aiiieM ¢ apyroro
KoHua. Haxxumaem <F4> nyisa nepexiodenus B hex-pexum u gasum <ALT-T> a5t noncka
TEKCTOBBIX CTPOK B "chipoM" Buje. UTo X, Ha 3T0T pa3d nouck "could not checkout" yBeH-
yasies yernexom!

.data1:0042D9C0 63 6F 75 6C 64 20 6E 6F-74 20 63 68 65 63 6B 6F "could not checko”

.data1:0042D900 75 74 20 46 4C 45 58 6C-6D 20 6C 69 63 65 6FE 73 "ut FLEXIm licens”

.data1:0042D9E0 65 00 00 00 63 6F 75 6C-64 20 6E 6F 74 20 6C 6F "e...could not lo”

.data1:0042D9F0 63 61 74 65 20 46 4C 45-58 6C 6D 20 72 65 67 69 "cate FLEXIm regi”
.data1:0042DA00 73 74 72 79 20 6B 65 79-00 00 00 00 63 6F 75 6C "stry key....coul”

Haxxumaem <F4> ewie onun pas ajist Bo3ppata B pexkuM au3accemobiiepa, noBOoAUM Kyp-
cop k aapecy 42D9COh u nHaxkumaem <A> jyis npeo6pazoBanus 1enouku 6ait B ASCII-
CTPOKy. B pesyJsibrate Mbl nosiyuaem:

.datal1:0042D9C0 aCouldNotChecko db ‘could not checkout FLEXIm license’,0

A Kak y3HaTb, KTO K€ BBIBOAUT CTPOKY-pyraTesbCTBO Ha skpaH? Het nuvero npoiie!
BHOBb nepek/ItouMBIIKCH B peXKUM au3accembiiepa, no <F4>, nasum <ALT-T> nist nouc-

Ka nocsaenopatesbHocty "CO D9 40 00" — anpec cTpokH, npeacTaBjieHHbId B 06paTHOM
(c yueToMm nopsijika ciaefoBaHust crapuiunx 6adtos) Bujae. O-na! Mel BUuanm Koj, Hanojpobue
CJIe/lyI01IEero:

.data:00420CE8 db 50h

.data:00420CE9 db ODEh ;

.data:00420CEA db 42h ; B

.data:00420CEB db 0

.data:00420CEC db 1

.data:00420CED db 0

.data:00420CEE db 0

.data:00420CEF db 0

.data:00420CF0 db 2Ch

.data:00420CF1 db oDen ; |

.data:00420CF2 db  42h ; B

.data:00420CF3 db 0 ;

.data:00420CF4 db 2

.data:00420CF5 db 0 ;

.data:00420CF6 db 0 ;

.data:00420CF7 db 0 ;

Kocsennblii BbI3oB cTpoku! Hy, co6¢TBeHHOT0, 3TOTO0 M C/Ie1IoBaIo 02KUAATh (MHAUe ¢ ue-
ro 6bl 3TO, aBTOMaTHieckuil anamuzatop IDA nx He pacnosHan?). Xopoio, npeobpasyem
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JIBOHHbBIE CJIOBA B CMEILI€HHS], PYKOBOJCTBYSICh [TPH 3TOM TeM, 4To yucsio "42h" n1o/KHO Bbl-
nagaTh Ha MJaAIKMKA OAlT cTapllero cjioBa (MHaue aapec CChIIKW YHIET 3a JManasoH rnpe-
JIEJIbHO JIONMYCTUMbIX 3HAYEHHH ) U TIoJIydaeM:
.data:00420DE8 dd offset aCouldNotLoca_0 ; "could not locate FLEXIm registry direct”
.data:00420DEC dd 21h
.data:00420DF0 dd offset aCouldNotlLocate ; "could not locate FLEXIm registry key”
.data:00420DF4 dd 22h

.data:00420DF8 dd offset aCouldNotChecko ; "could not checkout FLEXIm license”
.data:00420DFC dd 23h

[TonpoGyem Tenepb HAUTH Ty CY..., B 0OLIEM TOT KOJI, UTO obpaliaeTcsi K ykasareJio (Ha
pyraTeJsibHyt0 CTPOKY) pacnoJgioxkeHHomy no aapecy 420CE8h? He nano cnewnts! [To Buny
MOJy4eHHOH TaOJHLbl CMELEHHI MOKHO C YBEPEHHOCTBIO 3aKJIIOUUTh, UTO MPSIMOro obpatlle-
HHUS1 K ee 3jeMeHTaM He OyaeT. MoKHO MpeosoxKUTh, YTO YUCJ/Ia, CTOSILIME BO3JIE CChIIOK
Ha CTPOKH — KOJIbl OLLIMOOK, a CaMU CTPOKH — COOTBETCTBYIOLLIME TEKCThl cooOuleHud. Eciu
TakK, TO C BEPOSITHOCTbIO OJIM3KOH K eiHULEe pa3dpaboTUMKaMK MPOrpaMMbl UCI0JIb30BaaCh
OTHOCHTEJIbHAS a/ipecaliysi, T. €. JUIsl BbIYUCIeHUsT 5P (EeKTUBHOTO ajipeca 3J1eMeHTa, ee cMme-
lleHHe B TabJIULLbl CYMMHUPYIOTCSI ¢ 6a30BbIM aipecoM TabJuLbl, — €IMHCTBEHHBIM apecoMm,
KOTOPBIH 3arpyzKaeTcs gBHO.

[IpokpyunBas skpaH qu3accemobJiepa BBEpX, Mbl BHE3aHO HATbIKAEMCsl Ha JAJTMHHYIO M10-
CJIE/IOBATEJILHOCTD HyJIeH, HHTEPIpeTHPYeMyt0 HAaMH KaK Hayasio TaOJHnLLbl:

.data:00420CDE db 0 ;

.data:00420CDF db 0 ;

.data:00420CE0 off_420CEQ dd offset unk_42DE80 . DATA XREF: sub_403370+5ETr
.data:00420CE4 dword_420CE4 dd 0 ; DATA XREF: sub_403370+19Tr
.data:00420CE4 ; sub_403370+397r
.data:00420CE8 dd offset aCouldNotFindDi ; "could not find directory”
.data:00420CEC dd 1

Ara! Ectb 1Be nepekpectHbix ccbiku! 1o Xopoio! Tenepb nogHumMemcst Mo HUM BBEpX,
MPSIMUKOM K BbI3bIBaIOLIIEMY HX KOIy? MOoKHO, KOHEYHO, TIOCTYMHUTh U TaK, HO €CThb U OoJiee
yHUBepcaJbHOe pelleHre: 3anycTuB Soft-Ice, Mbl ycTaHaB/MBaeM TOUKY OCTAHOBA Ha YT€HUE
sueriku 420DE8h (ecsu Bbl ellle He 3a6blIH, 3TO ajpec d7eMeHTa TaOJHnLbl, CChIaOIIMNACS
Ha UCKOMYIO pyraTeJsibHylo CTpoky). Ternepb, KTo Obl K Hel He oOpatuaJces, Soft-Ice o6s13a-
TeJIbHO BCIUILIBET, U Be/lb IEACTBUTEILHO OH BemibiBaeT! [1apy pas otnas komanay "P RET",
MOJHUMAIOLLLYI0 HAC U3 AeOpeil ryOOoKO BJIOKEHHBIX npoueayp nobuuxe K csety. HakoHel,
Mbl B3OHpaeTcsi Ha BepluuHy creka, u odepentoil "P RET" npuBoaut K 3aBepiieHuio npo-
rpammbl. OK, noBTopsiem Bce 3aHOBO, fesast Ha 3ToT pa3 Ha oaud "P RET" menbiie. 3anu-
cbiBaeM Jito60H U3 OJM3/eKaAUMX aApecoB (MyCcTb 3T0 OyAeT AJIsi ONpeieeHHOCTH aapec
4031C4h) u natpaBauBaem Ha Hero [DA.

.text:004031C4 call lc_checkout

.text:004031C9 test eax, eax

.text:004031CB jz short loc_ 403215

. text:004031CD cmp eax, OFFFFFFF6h

.text:004031D0 jz loc_41B000

.text:004031D6 cmp eax, OFFFFFFB7h

.text:004031D9 jz loc_41BO1A

.text:004031DF

.text:004031DF loc_4031DF: . CODE XREF: .text1:0041B0154]
.text:004031DF ;. text1:0041B0264 ]
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.text:004031DF mov [esp+240h+var_240], 23h
.text:004031E6 call sub_405B00
.text:004031EB mov eax, dword 424C9C
.text:004031F0 mov [esp+240h+var_240], eax
.text:004031F3 mov [esp+240h+var_23C], offset aCheckoutFailed ; "checkout failed”
.text:004031FB call 1lc_perror

.text: 00403200 mov eax, dword 424C9C
.text:00403205 mov [esp+240h+var_240], eax
.text:00403208 call 1lc_get_errno
.text:0040320D mov [esp+240h+var_240], eax
.text:00403210 call sub_405BA0
.text:00403215

.text:00403215 loc_403215: CODE XREF: sub_403000+1CBTj
.text: 00403215 mov eax, dword 424C9C
.text:0040321A mov  edx, dword_421E3C
.text:00403220 mov [esp+240h+var_240], eax
.text:00403223 mov [esp+240h+var_23C], edx
.text: 00403227 call 1lc_auth_data

. text:0040322C mov edx, eax

.text:0040322E mov eax, dword 424C9C
.text:00403233 call sub_40AGF8
.text:00403238

Bor 310 na! — BocksuiiaeM Mbl, MPUIIHOJEHHO YCTABUBIINCH Ha 3KpaH. MHOroe mbl
oxunamu ot IDA, Ho BOT uTo6bI OHa, TaK 3ampoCTo, MpeacTaBUIa CHMBOJIbHbIE HMEeHa 3alIUT-
HbIX PYHKIMH, Bce roBopsitue 3a ce6si: Ic_chekout, Ic_perror, Ic_auth_data... YepT, Bo3bmH,
Kak? BIoXHOBJIEHHbIE CMYTHOH HAJEXKI0H, Mbl HEYBEPEHHO MoAroHsieM Kypcop K Ic_chekout
1 Haxkumaem Ha <ENTER>.

.1data:0041D12C ; Imports from LMGR327A.d11

.1data:0041D12C ;

.1data:0041D12C extrn __imp_lc_init:dword ; DATA XREF: lc_init?Tr
.1data:0041D130 extrn __imp_lc_expire_days:dword

.1data:0041D130 ; DATA XREF: lc_expire_daysTr
.1data:0041D134 extrn __imp_lc_free_job:dword ; DATA XREF: lc_free_jobTr
.1data:0041D138 extrn __imp_lc_checkin:dword ;. DATA XREF: 1lc_checkintr
.1data:0041D13C extrn __imp_lc_auth_data:dword . DATA XREF: lc_auth_datatr
.1data:0041D140 extrn __imp_lc_get_errno:dword . DATA XREF: lc_get_errnoTr
.1data:0041D144 extrn __imp_lc_perror:dword ; DATA XREF: 1lc_perror®r
.1data:0041D148 extrn __imp_1lc_checkout:dword . DATA XREF: 1lc_checkoutTr
.1data:0041D14C extrn __imp_lc_set_attr:dword . DATA XREF: 1lc_set_attrTr
.1data:0041D150

Cestoit Konnparuit! 1 amo onu enie HasbiBaloT 3aiiuToi?! Bee 3aiuTHble dyHKIMH
BbIHECEHbI B OT/EJIbHYIO IMHAMHYeCKYyt0 OMOJIMOTEKY (HaBepHOe, YTOObI B3JIOMUIUKY pa3ou-
patbest 6bw10 sierye? ) — LMGR327A.DLL, B HasBanuu Kotopoii yraabiBaetcs "Library Ma-
naGeR", npuuem, 310 wtatHble pyHxkiud FLEX Im, onrcanne KoTopbix MOXKHO HAaUTH B €r0
ke SDK (xotb SDK na FLEX In ¢ komnusigTopom u He noctasJisietcst, HaiTH ero B CeTH —
MJIeBOE JIEJI0).

OtbickaB B TekylleM Katasiore 3ToT camblii LMGR327A.DLL, mMbl oTKpbiBaeM ero
HIEW’oB Ha npeimeT noJsiHoro nepenucbiBanus gyHkiwmu Ilc_checkout. Hy, Hacuer "nepenu-
CbiBaHUs" aBTOp, sicHOe feJio, 3arHy/. Bcero-to u tpebyercsi, — 3acraButh lc_checkout
BCeryla BO3BPALLATh HyJlb, /LIS YETo MepBble IBe KOMaH/Ibl €€ TeJa J0JKHbI BBIMVISIETh NPH-
6su3uTesbHO Tak: "XOR EAX, EAX / RETN". 3anuchblBaeMcsi, M C Ip0xKblO B Cep/lle, 3arycKam

6
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icl.exe Ha BbinosiHeHue. Kputudeckas omm6Ka npuioxkenusi? A yero mbl Xotesn?! Benb Te-
nepb pyHkuus lc_auth_data nosyuaer HeBepHble naHHble W TPOOUT Bee K uepTy. Bripouewm,
He OyzieM criellinTh. bersioe ncenenobanue npouenypsol sub_40A6F8, kak 6yaro, He BbisIBIISA-
eT HMKAKHX CJIe/IOB LIH(POBAHUS U [TI0TOMY €€ MOKHO CMeJIO YIaJIUTh, He 3a0bIB TOKEe caM-
oe, "Ha BCSIKWH MoxKapHbIA" cjydail, mpoaesath 1 ¢ Ic_auth_data (camoe npocroe — Brnx-
HyTh B ee Hauaso RETN). Coxpansiemes, 3anyckam icl.exe u... komnuasitop padoraer! Bee!
BoJblie TyT Heyero somaTh!

Camoe 3a6aBHoOe, uTO pasmep 3alUTHOro MmexaHuama (413 K6) B aBa ¢ nosoBuHoM pa-
3a MpeBbllIaeT pas3Mep 3alMIIEHHOH ¢ ero nomoliblo nporpammsl (176 K6)! Kak rosoput-
¢ — no comment.



Intel Fortran 4.5

Intel® Fortran Compiler

Pucyrok 0x002. Jlorotun Intel Fortran Compiler

Cutyanusi ¢ TUM KOMITUJIATOPOM, B KpaTile, TakoBa. B npoiiecce paGoThl HAZl TPETHUM
TomoM "O6pasa mbiienuss IDA" 51 ucenenoBas 60JblIoe KOJIHYECTBO KOMITHJISITOPOB Ha
npeamMer ocoOeHHOCTEH MX KOJIoreHepallii W BbITEKaIIIUX OTCIOJa TPYAHOCTEeH BOCCTaHO-
BJeHUs ucxoaHoro Koaa. He usbexan stoit yuactu u "Intel Fortran Compiler”, o6Hapy»xeH-
HbIl Ha aucke "Hayuunceb cam nporpammupoBath Ha FORTRAN". KpaTkas annorauus Ha 6y-
kiete rnacuna "Intel FORTRAN Compiler 4.5 — Hosetiuias sepcus 3HAMEHUMO0E0 KOM-
nuramopa. /laa peeucmpayuu npoepammol cmompume noddupexmopuio CRACK". Hy,
Ha cueT "HoBeHIIero” COCTaBUTE/N IUCKA SIBHO TPUBPAJIH, T .K. HA TOT MOMEHT YKe BbILIJIA
cenbmasi Bepeusi, 1a 1 CRACK oxkasaisicst HekoppeKkTHbIM. BMecTo Toro, uTo6bl JoMaTh 3aliiu-
Ty, OH JIOMaJI caM KOMIUJISITOP, HeoOpaTimMo ero rpo6si. K cuactbio, opuruHaabhbiii ifl.exe Ha
JICKe BCe-TaKu UMeJics U 9TO 1aBaJlo BO3MOXKHOCTb 3aCTaBUTh paboTaTh KOMIUJIATOP MHE
camoMmy. B KoHIle KOHIIOB, HCTOJIb30BATb B KOMMEPUYECKHUX 11eJIsIX ITOT, O€CCopHO, 3ameva-
TeJIbHBIN TIPOrPAMMHBIH TPOYKT 51 BCE paBHO He cobUpaJsics, a /sl CEPUH TeCTOBBIX MPOTo-
HOB He TO, YTO Mecsilia (MOJ0XKEHHOTO MHE M0 MPaBy ) laxKe HeCKOJIbKHUX JIHEH ObLIO BIOJIHE
NPeloCTaToOYHO, MOSTOMY, C STHYUECKON TOYKH 3PEeHHsI, HHYEro KOLILYHCTBEHHOTO 51 HE COBep-
1aJ (MpocTo MHe OYeHb YK He X0Tesioch TsHyTh ~ 160 meTpoB u3 Murepnera, ¢ MOUM Mex-
JyropoaHuM MHTepHETOM 3TO IeHCTBUTENBHO MPOOJEMATHUHO ).

Nrak, 3anyckaem opuruHabHbIH (haiiy KOMIUJISTOPA HA BBITIOJHEHHWE U JIMIIE3PUM, KaK
OH criyckaeT Ha Hac [losikaHa (pyraercst B cMblcaie ):

KPNC$C:\Program Files\Intel\compiler45\bin>ifl1.exe >1

Intel(R) Fortran Compiler Version 4.5 000403

Copyright (C) 1985-2000 Intel Corporation. All rights reserved.

Evaluation Copy
ifl1: error: The evaluation period has expired.

The evaluation period for this trial version of the

Intel(R) Fortran Compiler has expired. For product ordering
information, please refer to the product release notes or visit the
Intel Developer web site at the following URL:

http://developer.intel.com/vtune
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Hu ciosa o FLEX Im! (em. "Komnuasitop Intel C++ 5.0.1") u daitn LMGxxx.DLL ot-
cyrerByet. Ctpanno! [Toxoxke, uto Fortran Compiler 3auuuien nnaue, 4to, co6CTBEHHO, U He
YAMBHUTEJIBHO, MOCKOJIBKY MX JIeJIaJih pasHble TPyIibl.

Yro 2k, 3anyckaem IDA u HaTpaBsBaeM Ha Hee UCTIOJIHSIEMBbIH (aiisl, KOTOPbIi, KCTaTH, 3a-
Humaetr Bcero 176,128 K6, 4to ¢ TouHOCThIO 10 OafiTa COOTBETCTBYET pa3mepy
Intel C++ 5.1 Compiler. Crpanno! Ho, kak 661 Tam Hu 66110, ASCII-cTpoku "The evaluation
period has expired" aBromartuueckuii ananusatop IDA B TekcTe tu3accembiipyemMoro daiisa tak
¥ He Haies1. UTo 2K, Toraa Mbl cienaem 1o camu. <F4>, <ALT-T>, "The evaluation period" ...

.data1:0042A220 54 68 65 20 65 76 61 6C-75 61 74 69 6F 6E 20 70 "The evaluation p”

.data1:0042A230 65 72 69 6F 64 20 68 61-73 20 65 78 70 69 72 65 "eriod has expire”

.data1:0042A240 64 2E OA OA 20 20 20 20-54 68 65 20 65 76 61 6C "d.®@® The eval”

.data1:0042A250 75 61 74 69 6F 6E 20 70-65 72 69 6F 64 20 66 6F "uation period fo”

.data1:0042A260 72 20 74 68 69 73 20 74-72 69 61 6C 20 76 65 72 "r this trial ver”
.data1:0042A270 73 69 6F 6E 20 6F 66 20-74 68 65 0A 20 20 20 20 "sion of the@

Tenepn, BHOBb HaxkumaeMm <ALT-T> ngist noncka nocnenosaresbioctu "20 A2 42 00" —
ajipec HayaJjia CTPOKH, 3aJlaHHbIl B o6paTHOM BHje. PesysbraT He 3actaBJisieT cebsi 10J1I0
JKJATh:

.data:00419390 60 A3 42 00 4F 00 00 00-20 A2 42 00 50 00 00 00 "'rB.O... BB.P..."
.data:004193A0 00 A2 42 00 51 00 00 00-EO A1 42 00 52 00 00 00O ".sB.Q...pOB.R..."
.data:004193B0 CO A1 42 00 53 00 00 00-AO A1 42 00 54 00 00 00 "L6B.S...aGB.T..."
.data:004193C0 60 A1 42 00 55 00 00 00-40 A1 42 00 56 00 00 00 "'6B.U...@06B.V..."
.data:004193D0 20 A1 42 00 57 00 00 00-00 A1 42 00 58 00 00 00 " GB.W....0B.X..."

[lepekatouaemest o6patHo B au3acceMOJep, TPHKIbI 2KMeM <D > 1151 npeo6pasoBaHus
1lenouku OauT B IBOMHOE ¢JI0BO, 3aTeM <O > Jijid epeBojia €ro B CMellleHHe ... B pe3dyJbTa-
Te TaKUX MAaHUMYJISALMHA 10JydaeM NpUOJIU3UTEIbHO TAKYIO 2Ke TabJuLLy, KaK U B HallleM Mpel-
biylem caydae ¢ Intel C++

.data:00419390 dd offset aSNoteTheEvalua ; "%s: NOTE: The evaluation period for thi”

.data:00419394 dd 4Fh

.data:00419398 dd offset aTheEvaluationP ; "The evaluation period has expired.\n\n

.data:0041939C dd 50h

.data:004193A0 dd offset aCommandlLineErr ; "Command line error”

.data:004193A4 dd 51h

.data:004193A8 dd offset aCommandLineWar ; “Command line warning”

.data:004193AC dd 52h

A nocemy u eiicTBOBaTh Mbl OyJieM TOYHO TaK »Ke: MocTaBuM Opsik Ha aapec 0419390h
1 I0KIIEMCS1 TIOKA OTJIaAuUK He TOJyuuT yrnpassenusi. Keratu, Ha cuet otsanuuka. B Mmoment
HarucaHusl 3THUX CTPOK y aBTOPa Kak pa3 3aKauuBasachb CebMasi BEPCHsl KOMITUJATOPA
Intel C++ u ot ucnosib3oBanus soft-ice mpuiLIOCh BO3epKaThCs (B MOMEHT CBOEH aKTHBA-
MK soft-ice mosiHOCTBIO "3aMopakuBaeT" onepalMoHHyI0 CUCTEMY, YTO MaryoHO BJMSET HA
MurepHer, a Tounee Ha yeranos/ennbie TCP/IP coemunenus ). M BMecto soft-ice aBTop pe-
U Ui pagHoo6pasus ucnosnb3oBatb Microsoft WDB, kotopbiii keraTtu, crnipaBuscst co
CBOEH 3a71a4ei HUUYTh HE XyIKe.

3anyckam WDB Ha Bbinosinenue, naxkumaem <Ctrl-E>| ykasbiBaem ums 3arpykaemo-
ro (aitna, nepexoaum B okHo Komanz ("Command Window") u ycrana/auBaeMm TOuKy ocTa-
HoBka Ha azipec 0419398h st uero otnaem komanay "BA r4 0x0419398" (uto pacuindgpo-
BhiBaeTcst kak: "Break on Access of Read 4 bytes long"). 3arem a/s npoao/KeHUs BbIMOJ -
HeHust nporpammbl nuiieM "G" U ¢ MOJCEKYH/IbI K/IEM...
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&7 Windows Debugger:5.00.2195.11
File Edit Wew Debug Window Help

= 3 S =E] Blelol e« BlEREEREEE 2lE 2 Al 2

—_— 0 0¥9¥@»>—0=>"+»—-——~—
E‘ _ (O] =] 'Disassemhly [S[=] E3
000000000082 Fefc  0ADEAOANI| OB4BCLCA 7406 je 08uaC4D2 =]
8846CHCC BBOO mov eax,dword ptr [eax]
POPOPABR7LT26F46 BOABOABAR(| BO4BCLCE 83CH14 add esp,14h
. ] 8046C4D1 C3 ret
L] S— AB4BCLDZ A18CD34100 nou eax,[ 8641D38C]

EAX  [|8B42a220 ~|! souecun7 seeDEOO1LZOG mou ecx,dword ptr ds:[420186h]

EBX  |[@641d3ed 0046C4DD C7O424EED34108  mou dword ptr [esp],41D3E6h

EcX |loou1d3fe || pouscuEy souu2upy mov duord ptr [esp+4],eax

EDX  |[@BABABS A BA4OCLES 89S 42400 moy dword ptr [esp+8Ch],edx |

ESI  |leGaea0an BB4BCLEC B9LCZ408 mou duord ptr [esp+8],ecx

EDI  (|528bb720 0040CHF0 ES12330000 call 004 0F 807

EIP  [l884Bchce A04BCUFS C7042461000008 mov dword ptr [esp],1

ESP  ||@@82fech BB4BCYFC ESCF78FFFF call 004830D 0

EBF  |[BBB2fefc AA40C5A1 BACH1Y add esp,14h =l

EFL  ||000062 62 Hodule Load: C:\PROGRAH FILES\INTEL\COMPILER4S\BIN\iFl1.exe (symbol loading deferred)

32 zg;g Thread Create: Process=8, Thread=8 .
ES 0823 Hodule Load: E:\WIHNT\SVSTEM32\ntd11:dll {symbol luadlng.dEFerrEd)
55 8823 Module Load: C:\WINNTASYSTEM32\advapi32.dll (symbol loading deferred)
Fs 0038 Hodule Load: C:Z\WIMNTASYSTEM32%ntdll.dll {could noF open symbol file)
&S 8008 Hodule Load: C:%PROGRAH FILES\INTEL\BUMPILERMS\HIN\1F11.efe {no symbols loaded})
Hodule Load: C:\WINNT\SYSTEHM32\kernel32.d11l (symbol loading deferred)
F ~||Hodule Load: C:\WINNTASYSTEM32\rpcrt4.dll (symbel loading deferred)
"1 | H > BA ¥4 0x0419398
> g
STO ||-0.80800018183487 ~| | oy coded breakpoint hit
ST1 0.02651156169441 N
T2 ||-0.62483125543463 |
ST3 [|-8.85547482246266
ST4  ([-8.83181540547231 0x0023:0x00419398 20 a2 42 66 50 00 00 60 B0 a2 42 00 51 00 66 60 .B.P.. Q.. -
$T5 ||-8.02861550870614 0x0023:0x004193A8 ef a1 42 0O 52 A0 0O 60 cH a1 42 00 53 00 68 06 ..B.R.. .S..
ST |-8. 5547482246266 0xB8823:8:04193B8 a8 a1 42 08 54 60 OO B4 68 a1 42 0O 55 OO @0 08 ..B.T.. ..
$T7 0.00000000000000 | gz pP23: 0x004193C8 40 a1 42 B0 56 00 @0 08 20 a1 42 6@ 57 @0 68 00 @.B.U.. ML
CTRL |627F 0x08823:8: 80419308 B8 a1 42 08 58 60 OO 8O eH a® 42 00 59 00 @6 08 . .B.X Y.
STAT |(@aan 0x0023:8:004193E8 c@ a0 42 00 5a @0 OO0 60 26 a0 42 00 Sb 00 @0 08 ..B_Z .-
TAGS (IFFFF 0x0023:06x004193F8 46 a0 42 00 5c 00 00 60 G0 a0 42 00 5d 00 60 00 @.B.\ -
EIP (60008008 0x8023:0:00419408 cB 9F 42 00 Se B0 B0 60 80 9F 42 60 5f 60 @6 @0 ..B.” e
CS| fﬁﬂﬂ ‘ ’F 0x0023:0: 00419418 40 9F 42 00 60 00 00 60 20 9F 42 00 61 00 @0 @0 @.B.° .B.a...
0x0023: 8200419428 00 9F 42 60 62 G0 00 60 cA 9e 42 00 63 60 60 08 -.B.b.....B.c... =
Ln44, Col27 | Proc 000488 | Thrd D0D:0x438 | ASM NUM

Pucyrnok 0x003. BHewHwuit sua otnagamka MS WBD B npouecce nomaHus nporpammsi

Ara, ornamuuk rosoput "Hard coded breakpoint hit" ("cpabomanra annapamnas
mouKa ocmarosa' ) U IPUOCTAHABJIMBAET BbINOJHEHHE OTJaxKHBaeMoil nporpamMmbl. Cama
»Ke OTJIazKuBaeMasi porpaMma K 3TOMy MOMEHTY YzKe YCIesla BbIBECTH Ha 9KpaH:

Intel(R) Fortran Compiler Version 4.5 000403

Copyright (C) 1985-2000 Intel Corporation. All rights reserved.

Evaluation Copy

ifl1: error:

OO6parute BHUMaHHE HA CTPOKH, BblIeJIeHHbIE 2KHPHBIM pUpTOM! OUYeBUIAHO, OHU CBH-
JIETeJIbCTBYIOT O TOM, YTO MbI [IONAJIM HE B CaMO€ HayaJ10 3alLMTHOH MPoLe/lyphl, a IJIe-To B ee
cepenuny. Keratu, a uto y Hac Tam JexuT Ha creke? Cmorpum (~View Stack,
cMm. puc. 0x003). Beero Tpu aapeca, — 10BOJbHO HETJTyOOKHH YPOBEHD BJIOYKEHHS, HE TAK JIU?
[Ipuuem (0OpaTHB CBOI B30p K OKHY au3acceMOJepa), cefiyac ypoBeHb BJIOKEHHs ellle M0-
HHU3UTCS, T. K. CJIeytolled KOMaHI0# Mbl BbIXOJMM U3 3TOH MPOLEyphI:

0040C4CC 8B0OO mov eax,dword ptr [eax]
0040C4CE 83C414 add esp, 14
0040C4D1 C3 ret

Tenepb HecrelHo TpaccupyeM Kojl, TornepeMeHHO MOTJIsAbIBAs TO Ha I3acceMOJIHMpo-
BaHHBIN JIMCTUHT, TO Ha KOHCOJb OTJaxHUBaeMoi rporpammbl. Ciedyolasi Tpaccupyemas
dyHKLMS (BHYTPb KOTOPOH Mbl HE 3aX0/UM, a "3arsiatbiBaeM" ee ofHUM Haxkathem <F10>)
BLIBOAUT Ha 3KpaH "The evolution period has expired”, Ho He 3aBepiaeT nporpammy, a mpo-
noskaet ee BoinosHenne. Yro x! Torna u Mbl npogoskum (TpaccupoBky)! BeizoB dyHKUMH
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040F5FEh npoxoaut 6e3 kakux JiMG0 BHELIHUX MposiBeHUi. Tak U He TOHSB, 3aueM oHa co0-
CTBEHHO HY:KHA, Mbl TIOAHMMAETCS HA ellle OJIMH YPOBEHb BBEPX, Kyla HAc 3a0pachbiBaeT 3a-
Bepiuatoui dpynkuuio RET.

00403C7C E833880000 call 0040C4B4

. 0TClpa " nnnnnnnnnnnnnn Mbl TOJTbKO 4YTO BbHIWIK

00403C81 89442404 mov dword ptr [esp+4],eax
00403C85 891C24 mov dword ptr [esp], ebx
00403C88 896C2408 mov dword ptr [esp+8],ebp
00403C8C E8A8BB0O000 call 0040F839

; 9Ta npouepypa BbBOAMT "The evaluation period has expired.”

00403C91 C70424C04C4200 mov dword ptr [esp],424CC0h
00403C98 895C2404 mov dword ptr [esp+4], ebx
00403C9C E85DB90000 call 0040F5FE

; 9Ta npouedypa HUYero He ngenaet

00403CA1 83C414 add esp, 14h
00403CA4 5B pop ebx
00403CA5 5D pop ebp
00403CA6 C3 ret

...H TakuM Makapom Mbl TpaccupyeM KOJL 10 TeX Mop, MoKa He HATKHEMCS Ha CJIYIOLLYyI0
KOHCTPYKLHMIO:

0040105A EBE1800000 call 00409140 ; oTciga Mbl TOAbKO 4TO Bbwan no RETN
0040105F OFB6CO movzx eax, al

00401062 85C0 test eax, eax

00401064 0F84C4000000 je 0040112E

Yo B Helt HeOOBIUHOTO? A TO, UTO 3TO NepBasi, BCTPETUBIIASICS HAM MaTepPUHCKast MPo-
1ealypa, KoTopast aHaJu3upyeT Kol Bo3BpaTa fouepHel gyHkuuu. B Haliem ciydae peructp
EAX conepxkut 3HaueHue "HOJIb" M, CTAI0 ObITb, CJAEIYIOUIMH YCJIOBHBIH TePEXO]l BLITOJIHS -
etcst. Ho He TOT /i 3TO nepexo KOTopbIil HaM Hy:keH? YTo K, cefiuac Mbl 3T0 y3HaeM — Ha-
»kumaeM kJaasuiy <F10> eie Heckosbko pas... On-jas! Haur yesoBHblil nepexon nepebpa-
CbIBAET HAC Ha Ty BETKY MPOrpPaMMbl, KOTOpasi CMyCTsl HECKOJIbBKO KOMaHl CKOPOMOCTHKHO
C/IbIXaeT, 3axJ/0MbIBasi OKHO nporpammbl. A 4to npousoiinet, ecan komanmy "JE" B cTpoke
401064h 3amMeHUTHL Ha TPOTUBOTONOXKHYIO (HJIH, KAK BAPHAHT, TIPOCTO YIAJHTh 3TOT YCJIOB-
Hbi# nepexon)? [IpoGyem...

Komnuasitop no npexxHemy cmauHo pyraetcs Ha "evaluation expired”, Ho... on paboTaert!
Pa6oraer!! Pa6oraert!!! [1o coobpakeHHsIM 5KOHOMUH SKPAHHOTO MecTa (B caMoM JieJie, py-
raTesIbCTBO 3aHUMAET YyTh JIK HE MTO0JIOBUHY 9KpaHa U CMOTPUTCS KpakliHe HEKPACHBO ) Mbl 3a-
6uBaem Bbi30B npoteaypbl 0409140h komannamu NOP. [1poBepsiem — cpaboraJgio su? Hy...
3TO CMOTPS1 KaK MOCMOTPeThb. TpexaTaxKHbIi MaT IeHCTBUTE/NBLHO UCU€e3, HO BOT JIAKOHUYHAS
crpoka "Evaluation Copy" Tak u ocranack. Haiinem uto 3a Koz ee BbIBOAUT? 3aueM? — Jiyd-
11e Ha#TH camy 3Ty cTpoky U TeM ke HIEW’om ee nepenucarb Bo uto Hu Gyiib 6oJiee NpUBbI-
uHoe, Hanpumep: "hacked by mother-fucker guy". [lepenucbiBaem, u... mosib3yemest KOMMH-
JISITOPOM B CBO€ YJIOBOJIbCTBHUE, He 3a0bIBast, OJIHAKO O TOM, YTO MO UcTeYeHUH 30-1HeBHOro
CpoKa Bbl OyjleTe JIOJKHbI €r0 CTePEeTh, B TPOTUBHOM CJIydae Bbl MOCTYIUTE OUeHb U OU€Hb
HEXOPOLLIO, J1a U HE3aKOHHO.



Intel C++ 7.0 Compiler

..komnuasitop Intel C++ 7.0 nokauasics riy6oKol HOUbIO, Yacy rjae-To B MATOM yTpa.
Cnartp XoTeJI0Ch HEUMOBEPHO, HO U JIIOOOMBITCTBO: OblJIA JIM YCHJIeHA 3alUTa UK HET, TO-
»Ke paszaupadio. Pelus, 4To 10 TeX nop noka He pazbepych ¢ 3alllUTOH, 51 BCe paBHO He yc-
HY, 51, OTKPbIB HOBYIO KOHCOJIb, U IlepeyCTaHOBUB cUCTeMHble nepemeHHble TEMP u TMP
Ha katajsor C:\TEMP, Hackopo HaGu/J HeNpPUJHYHO JJIHHHOE HMs HHCTAJNJAATOPA
W_CC_P_7.0.073.exe B KOMaHAHOH CcTpoKe (HEOOXOAUMOCTb B YCTAHOBKE MepeMeHHbIX
TEMP u TMP o6bsicusiercs tem, uto B Windows 2000 oHH 10 yMoJI4aHHIO YKa3bIBAIOT Ha
oueHb TJyOOKO BJIOXKEHHBIH KaTtaJior, a uucramasarop Intel C++ — na u He ToJbKO OH —
He MOJIEPKUBAET MyTel TAKOTO OrPOMHOT0 pa3mepa).

Cpasy ke BbISICHHJIOCH, UTO TIOJIMTHKA 3alLUThl Oblla KapAMHAJBHO NIEPECMOTPEHA U Te-
nepb HaJIMYKe JULUEH3UH NPOBEPSIIOCH YaKe HA CTa[lMU YCTAHOBKH MPOrpamMMbl (B BEPCHH D.X
yCTaHOBKa ocyllecTBsM0Ch 6e3 npobsem). OK, naem komanay dir 1 cMOTpUM Ha COIEPHKH-
MO€ TOro, C YeM HaM ceiyac NpejiCTOMT BOEBATh:

>dir
Conepxumoe nanku C:\TMP\IntelC++Compiler70
17.03.2003 05:10 <DIR> html
17.03.2003 05:11 <DIR> x86
17.03.2003 05:11 <DIR> Itanium
17.03.2003 05:11 <DIR> notes
05.06.2002 10:35 45 056 AutoRun.exe
10.07.2001 12:56 27 autorun.inf
29.10.2002 11:25 2 831 ccompindex.htm
24.10.2002 08:12 126 976 ChklLic.dll
18.10.2002 22:37 552 960 chklic.exe
17.10.2002 16:29 28 663 ClLicense.rtf
17.10.2002 16:35 386 credist.txt
16.10.2002 17:02 34 136 Crelnotes.htm
19.03.2002 14:28 4 635 PLSuite.htm
21.02.2002 12:39 2 478 register.htm
02.10.2002 14:51 40 960 Setup.exe
02.10.2002 10:40 151 Setup.ini
10.07.2001 12:56 184 setup.mwg

19 ¢ainos 2 519 238 bant

6 namnok 886 571 008 6aiT cBOOOAHO

Ara! Tlporpamma yctaHOBKM setup.exe 3aHHMaeT BCEr0 COPOK C XBOCTHMKOM KHJI0GAMT.
Ouenb xopotio! B Takoi 06beM cepbeaHyto 3allluTy HaBPsiL JIK CIIpsiuelllb, a eC/Iu laxKe TaKk
STOT KPOXOTHBIH (hailjl HHUEro He CTOUT MPOAHAJM3UPOBATh LIEJUKOM JI0 MOocaeHero 6anra
nr3acceMOJIepHOTO JIMCTHHTA. BripoueM, He hakT, 4To 3alUTHBIHA KOJ PacrosioyKeH UMEHHO
B setup.exe, OH MOXKET HAXOIUTCS U B IPYrOM MeCTe, BOT HallpuMep... ChkLic.dll/ChkLic.exe,
3aHUMAIOIIIMMK B COBOKYITHOCTH HEMHOT'MM MeHee ceMUCOT Kuso6auT. [TocTol, kakoi Tako#
ChkLic? 9to cokpaiienune ot Check License, uto qm?! Im, y pebsit us Intel, oueBnmno,
cepbesHble MPoOJeMbl C UYBCTBOM IOMOpa. YK Jydiie Obl OHH Has3Badu 3ITOT hai
"Hack Me", yecthoe cioBo! JlanHo, cyas no o6bemy, ChkLic — 310 TOT cambiit FLEX Im
1 €CTh, a C HUM MblI yKe crajkuBaauch (cm. "Intel C++ 5.0 Compiler") u npubausurenbHo
MPEJICTaBJsIEM KaK €ro JIOMaTh.
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Jaem komanzy "dumpbin /EXPORTS ChkLic.dll" a5t vcenenoBaHus 3KCnopTHPYeMbIX
(yHKIHMH U... KperKo aepKuMcst 3a KiiaBy, uTo6bl He ynacThb co cTyJa:

Dump of file ChkLic.dll
File Type: DLL
Section contains the following exports for ChkLic.dll

0 characteristics
3DB438B4 time date stamp Mon Oct 21 21:26:12 2002
0.00 version
1 ordinal base
1 number of functions
1 number of names

ordinal hint RVA name

1 0 000010A0 CheckValidlLicense

Yepr nobepu! 3aumra sKCMopTUPYET BCErO OJIHY-€IMHCTBEHHYIO (DYHKIIMIO ¢ 3aMeua-
TesbHbIM HMeHeM CheckValidLicense. "3ameuatesibHbIM" MOTOMY, UTO HasHaueHHe (YHK-
LIUK CTAHOBUTCS TMOHSATHBLIM €€ Ha3BaHUsI U MOSIBJISIETCS] BO3MOXKHOCTb H30€KaTh KPOMOTJIH -
BOT'0 aHaJM3a iu3acceMOJiepHoro kojia. Hy BoT, oTOWIM Bech UHTepecC... YK Jiyulle Obl OHU ee
10 OpAMHAJY KCIIOPTHPOBAJIM UTO JIH, UJIH, 110 KpalHel Mepe, OKPeCTHIIM ee KaKUM HH Oy/lb
ornyruBatolium umeHem tuna DES Decrypt.

..pagmeutanuchk! JIagHo, BepHemes K HatuM G6apanam. JlapaiiTe paccy»kiarth JIOrMUeCKH:
€CJIM BeCb 3alIMTHBIN Kol cocpeioToueH HerocpeactBeHHo B ChkLic.dll (a, cyns no "naBec-
HOMY" XapakTepy 3allMThl, 3TO JA€HCTBUTEJbHO TaK), TO BCS "3allUTa" CBOAUTCS K BbI3OBY
CheckValidLicense u3 Setup.exe u npoBepke BospalleHHOro eto pesyiabrata. [losromy mis
"Bajioma" jjoctatouHo Jiuiib nponaxunth ChkLic.dll, 3acraBnss dynkuuio ChekValidLicense
Bcerjia Bo3Bpaiarh... [la, KetaTu, 4To oHa J10J12KHa Bo3Bpalliath? TouHee: Kakoe HMEHHO BO3-
BpalllaeMoe 3HaueHUue COOTBETCTBYET yCIelllHOH npoBepke julleH3un? Her, He ToponuTtech
Ju3acceMOMpoBaTh setup.exe /st onpesie/ieHusl Be/lb BO3MOXKHbBIX BAPHMAHTOB He TaK yxKe
1 MHoro: in6o FALSE, nu6o TRUE. Bui nenaere craBky Ha TRUE? YUTo XK, B KAKOM-TO CMbI -
cJle 3TO JIOTHYHO, HO C IPYTOH CTOPOHBI — a 1o4YeMy Mbl, COOCTBEHHO, PELUMJIH, YTO (PYHKLIUS
CheckValidLicense Bo3Bpaiaet uMeHHo Jiar yCrneuHoOCTH onepauyn, a He KOJ OLIHOKH?
Benb no/1:kHa »Ke OHAa KAaK-TO MOTMBHPOBAThL MPHUUMHBI 0TKA3a yCTAHABJIWBATL KOMITUJISITOP:
(hails1 ¢ iMleH3uen He HallieH, ai MoBpexKeH, JUIIeH3Us TpocpoueHa U Tak nasnee? Xopo-
1110, orpo6yeM BO3BPATUTb HOJIb, a €CJIM 3TO He MPOKATHUT, BO3BPATUM €/IMHHILLY.

OK, npucrerupatitech, noexanu! 3anyckaem HIEW, otkpbiBaem datin ChkLic.dll (eciu
»Ke OH He OTKPBIBAETCS — TPHKJIbl TOMSIHYB CYCJIMKOB, BPEMEHHO CKOIUPYEM €ro B KOpHe-
BYIO HUJIM J1IOOYIO JPYryto IMPEKTOPHIO, HE COJIEPrKALY0 B CBOEM UMEHH CIELCUMMBOJIOB, KO-
Topble Tak He HpaBsiTcst hiew’y). 3aTem, o6paTUBLIKCH ellle pa3 K TabJiulle KCIopTa, MoJy-
ueHHOH ¢ nomotibio dumpbin, onpenensiem aapec dynkuuu CheckValidLicense (B naHHom
caydae 010AOh) u uepes <F5>, "10AQ0" nepexoaum B ee HauaJs0. Terepb pexem 1o "»KUBO-
My", mepesanucbiBasi nopepx craporo koga "XOR EAX, EAX/RETN 4". Ilouemy nmeHHO
"REN 4", a ne npocto "RET"? Jla notomy, uto dyHKIMs noepKuBaet corsaienue stdcall,
0 UeM MOXKHO y3HaThb, B3rJisiHyB B HIEW’e Ha ee snusior (npocTo npoJsiucThiBaiiTe SKpaH Ju-
3accembJiepa BHU3 JI0 TeX rop, noka He Bctpetute RET).
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[Iposepsiem... dto paboraer!!! HeecmMoTpsi Ha OTCYTCTBHE JIMLEH3WH, UHCTAJIATOP, He
3aj1aBast JIMILIHUAX BOMPOCOB, HaUnHaeT ycraHoBKy! Ctasio ObiTh, 3auiuTa nasa. Oil, He BepuT-
Csl HaM, UTO BCE TaK MPOCTO U YTOOBI HE CHUIETh, TYMO YCTABUBUINCH B MOHUTOP B OXKUAAHUN
3aBeplIeHHUs Mpolecca HHCTAISLMK TPOrpaMMbl, Mbl HATPaBJMBaeM Ha setup.exe CBOM JIt0-
6umbii 3accembaep IDA. TlepBoe, uto 6pocaercst B rmaza — orcyrersue CheckValidLi-
cense B CrMCKe UMNOPTHPYyeMbIX pyHKuMid. MoxkeT ObiTh, oHa datis ChkLic.exe kak-To 3a-
nyckaet? [IpoGyem HalUTH COOTBETCTBYIOIILYIO CChIKY CPEIH aBTOMATHUECKH PACTIO3HAHHBIX
crpok: "~ View Names", "ChkLic"... Ara, crpoku "Chklic.exe" 3nech BooGliie HeT, HO 3aTO
o6napyxxubaercst "Chklic.dll". ITousiTHo, 3naunt, 6ubanoreka ChkLic 3arpyxkaercst siBHOM
komnoHoBKo# uepes LoadLibrary. M nepexos no nepekpecTHoi ccbliike MOATBEPKIALT 3TO:

.text:0040175D push offset aChklic_dll ; IpLibFileName

.text: 00401762 call ds:lLoadlLibraryA

.text:00401762 ; sarpyxaem ChklLic.dll ~"r°rnrnnnnnnnnns
.text:00401762 ;

.text:00401768 mov esi, eax

.text:0040176A push offset a_checkvalidlic ; 1pProcName
.text:0040176F push esi ; hModule

.text: 00401770 call ds:GetProcAddress

.text:00401770 ; nonydaem agpec ¢yHkumn CheckValidLicense

.text:00401770 ;

.text: 00401776 cmp esi, ebx

.text:00401778 jz loc_40192E

.text:00401778 ; ecnu Takoit OMOAMOTEKM HET, TO BLIXOAWM W3 MPOrpaMmbl YCTaHOBKMK
.text:00401778 ;

.text:0040177E cmp eax, ebx

.text:00401780 jz loc_40192E

.text:00401780 ; ecnu Takoil dyHKUMM B OMOAMOTEKE HET, TO BHIXOAMM W3 YCTAHOBKM
.text:00401780 ;

.text: 00401786 push ebx

.text:00401787 call eax

.text:00401787 ; BuidbiBaeM ¢yHkumio ChekValidlLicense

.text:00401787 ;

.text:00401789 test eax, eax
.text:00401788B jnz loc_4019A3
.text:0040178 ; ecnn OyHKUMS BO3BpaATWNA HE HOMb, TO BHXOAMM M3 MNPOrpaMmbl YCTaHOBKU

HeBeposTHo, HO 3Ta /10 y>Kaca MPUMUTHBHAS 3allUTa MocTpoeHa uMmeHHo Tak! [Ipuuem,
nosymetpoBbiii aiis ChkLic.exe Boo61iie He Hy»keH! 1 uero paau crouso tauuth ero us Mu-
tepHera? Kcrath, ecsiv Bbl HallyMaeTe COXpPaHATh AUCTPUOBIOTHB KOMIUIATOPA (BHUMAHHUE!
51 He TOBOPUJI "'pacnpocTpansTh'!), To Ayt sKoHomuu auckoBoro Mecta ChkLic.™ moxHo cTe-
peTb — JinG0O MponaauuB setup.exe, HaBcerIa OTyYHB €ro K HUM oOpaiiaTbes, Ju6o ke Mmpo-
cto coznas cBoto coberBennyto ChkLic.dll, skenoprupytouryto stdeall pynkimio CheckValid-
Licence Buna: int CheckValidlLicence(int some_flag) { return 0;}

Tak-c, moka Mbl Bce 3T0 00CYXKaJH, UHCTAIATOP 3aKOHUMJ YCTAHOBKY KOMITHJISITOPA
1 6J1aromoJyuHo 3aBepIlIny CBOIO padboTy. MIHTepecHO 3amyCTUTCS JIH KOMIUJSTOP WU BCE
camoe MHTepeCHOe TOJIbKO HaunHaeTcsi? JIMxopajouHo cryckaemest BHH3 M0 pa3BeTBJEHHON
MepapXuu BJOXKEHHbIX MoK, HaXoauM icl.exe, KOTOPbIA KaK U CJE0BANO 0XKHUAATh, HAXO-
nutest B Karajiore bin, Haxkumaem <ENTER> u... Komnuasitop, ecrecTBeHHo, He 3amyckaeT-
cs, cehlaasich Ha To, uto "icl: error: could not checkout FLEX Im license", 6e3 kotopoii on
He MOXKET MPOJIO/IKUTH CBOIO paboTy.
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Boixoaut, uto Intel npumennsia MHOrOypoBHEBYIO 3alLUTY U MEPBbIH YPOBEHb OKa3aJcs
rpy6oii 3a1uTo# oT aypakos. Uto k! Mbl npuHUMaeM 3TOT BbI3OB H, OMTUPAsICh HA CBOH Mpe-
bILYLLIME OMbIT, MallinHa bHO HlleM daila LMGR*.DLL B katasore komnuasitopa. becno-
ne3no! Ha stoT pas Takoro dafina 3nech He oKa3biBaeTcsl, 3aTO BhIICHSETCs, 4ToO icl.exe
CHUJIbHO MpUOABUJ B Bece, MepeBauB 3a OTMETKY lllecTucTa Ku1o6aiT... Cron! A He npu/nH-
KOBaJIM JIM pa3paboTurKu Komnuasitopa, stoT camblil FLEX Im cratnueckoit komnonoskoii?
Cwmorpum: B Intel C++ 5.0 cymma pasmepos Imgr327.dll u icl.exe cocraBnsna 598 Ko,
a ceiluyac oM Jimub icl.exe 3anumaer 684 K6. C yyeTom rorpaBKH Ha eCTeCTBEHHOE cTap-
yeckoe "oxkupeHue", LM pbl 04eHb X0pollo cxoaaTes. 3Hauut, Bce-taku FLEX Im! Ofi-oii!
A Benib Tenepb, — 6€3 CUMBOJIMUECKHX HMeH (DYHKIIMH JIOMATh 3alIUTy OyeT HAMHOTO TPY/l-
Hee... Bnipouewm, He Oynem paHbliie BpeMeHH naHuKoBaTh! JlaBaiiTe qymarth, TOJMBKO CIIOKOM-
Ho! Hapsin nu kKomanaa pazpaGoOTUMKOB IMOJHOCTbIO Mepernucana Bech KoJl, B3aUMOJeH-
CTBYIOLLEH ¢ 3TOH "KoHBepTHOH" 3amuToi. CKopee Bcero, ee "ycoBepllleHCTBOBaHHe" OHON
JIMIIb CMEHOMH THIA KOMITOHOBKH M 3aKOHUMJIOCh. A pa3 Tak, TO 11aHChl B3JIOMATh MPOrpaMmy
M0 MpexKHEMY BeJUKH!

[TamsiTyst 0 TOM, UTO B MPOLIBIH pa3 3alIUTHbIA KOJ HAXOAUTCS B (DyHKIIMM Main, Mbl,
OMpeIe/IUB €€ ajpec, NPOCTO YCTaHABAMBAEM TOUKY OCTAHOBA H, I02KIABILIUCH BCIJIBITHS OT-
JIATIMKa, TYTo TpacCHpyeM Kojl, MoMepeMeHHO MOTJIsAbIBasi TO Ha OTJIaAuHK, TO Ha OKHO BbI-
BOJIa MPOrpaMMbl: He MOSIBUJIACh JIM TaM pyraTesbHoe coobiienue? [1pu sTom, Bce BCTpeTHB-
11IMeCsT HAM YCJIOBHbBIE MTE€PEXO/Ibl, Mbl OTMeUaeM Ha OT/€JILHOM JIMCTKe GyMaru (MM OTKJIa bl -
BaeM B CBOEH COOCTBEHHOMN MaMSITH, €CJIM Bbl TAK XOTUTE ), He 3a0bIB YKAa3aTh BbIMOJHSICS JIH
KaxKJblil yCJOBHbBIH 1epexol uiH HeT... Cton! Yrto-To 3a6o/Tanuch Mbl ¢ BAMH, a Be/lb pyra-
TesibHOe coobieHue yxke Bbickounao! OK, xopomo! [TocMoTpuM, Kako# yCJOBHbBIH MepPexo
eMy COOTBeTCTBOBaJI. Hallin 3anucu nokasblBatoT, UTO MOCJAEJHUM, BCTPETUBLINMCS MEPeXo-
JoM, Ob11 yesoBHBIH nepexon JNZ, pacnionioxkennbii o aapecy 0401075h u "pearupyrotni”
Ha pesyJbTaT, Bo3pallleHHoi npouenypoii sub_404COE:

.text:0040106E call sub_404C0E

.text:00401073 test eax, eax

.text: 00401075 jnz short loc_40107F

.text: 00401077 mov al, 1

. text:00401079 mov byte ptr [esp+40h+var_18], al
.text:0040107D jmp short loc_4010BA

 text:0040107F ; —mmmmmmmmmmmm e
_text:0040107F

.text:0040107F loc_40107F: ; CODE XREF: _main+757j
.text:0040107F mov eax, offset aFfrps ; "FFrps”
.text:00401084 mov edx, 21h

.text:00401089 call sub_404C0E

.text:0040108E test eax, eax

.text:00401090 jnz short loc_40109A

Ouesumno, uto sub_404COE u ectb Ta camas 3aitHas npoueaypa, Koropasi OCylecT-
BJISICT MIPOBEPKY JIMIIEH3UH Ha ee Hajuuue. Kak ee o6xutputh? Hy, TyT MHOro BapuaHTOB...
Bo-mepBbiX, MOXHO, BIyMYMBO M CKPYNYJe3HO TPOAHAJU3UPOBATH COAEPKUMOE
sub_404COE na npeaMer BbIsiCHEHHSI: UTO HMEHHO W KaK UMEHHO OHa rpoBepsieT. Bo-BTo-
PBIX, MOXKHO MpOCTO 3aMeHuThb JNZ short loc_40107F na JZ short loc_40107F miu gaxe
NOP, NOP. B-tpeTbux, KomaHay npoBepku peadyJbsTata Bosppata TEST EAX, EAX MOXKHO
NPeBPaTUThb B KOMaHy yCTaHOBKH HyJsi: XOR EAX, EAX. B-yeTBepTbIX, MOXKHO MPONAIYUTh
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camy sub_404COE, uro6bl oHa Bcerja Bo3Bpalilasa HoJb. He 3Hato, Kak Bbl, HO MHe 6oJibliie
BCeX MpHUIJIsiHyJcs crnocob Homep Tpu. MeHsiem Ba Gaiita u 3anyckaeM Komnujasatop. Eciu
HUKaKHUX JIPyrUX MPOBEPOK €ro "JIMIEH3HOHHOCTH' B 3alUTe HET, To porpamma 3apaboraer
M, COOTBETCTBEHHO, HA000POT. (Kak Mbl momMHHUM, B MSATON BEPCHU TAaKUX MPOBEPOK ObLIO
nge). [lopasutesnbHo, HO KoMNUsTOp Gosblie He pyraetcst U padoraet!!! JleficTBUTEBHO,
KaK U CJIeI0BAJI0 0XKUIATh — €ro pa3pabO0TIYMKK HUUYTh He YCUJIUJIN 3alLUTY, a, HAaPOTHB, Ja-
»Ke ocsabuiu ee!



Record Now

..l yropasauJio ke MeHst npuobpectu "nucen” (to 6uib CD-RW) B OEM-nocraske!
I Beb cnipaiBalg npojaBlia; a rjie, Mo3BoJibTe, TYT MUILIYIIHE COPT UK, IO KpalHel Mepe,
npaiiBepa? Ha uto nponasell, yIMBIE€HHO TaK MOKUMast TJiedaMH, OTBETHJI: KaKue JpaiBepa?
Brbikaete — pabotaer. A nuuiyiye nporpamMmMbl MOAXOAAT JIoOble, BOT KYIUTE B COCETHEM
marasute guck ¢ Neuro CD. Mue — o6aanatedio retail-"nucua" or PHILPS, ewte torana sto
M0Ka3ajoCch CTPAHHBIM, MOCKOJIbKY, sl XOPOIIO MOMHUJI, YTO JUCK C JpailBepamMu B KOPOOKe
PHILPS’a 6bu1, a Easy CD Creator — HernocpeicTBeHHO caM MUILIYIIKME codT, — pacrnoJa-
rajicst coBceM Ha apyrom aucke. Ho Benpb Kak-To ke cripasisiiorest ¢ OEM-npoaykimeit apy-
THe JIIOIHU, TIOIyMAJ 51, H... KyTTHJI.

Hackopo BoTkHyB HoBexoHbKHH 40-ckopocTHoit NEC B cBo#t KoMMbloTep, s1 6bl1 HeMa-
Jio ynusJeH, korga Neuro CD HaoTpes oTkaszaJjcst npuaHath ero 'nucuom . He nomor Tyt
u Easy CD Creator, B3satbiil ¢ @uneukunoro CD. [1IpoBo3uBilnch GUTHIN Yac U, HUUEro poB-
HBIM CUETOM TaK U He BBISICHUB, §1, 3BEPCKH PA303JI€HHbIH HA MPOJABLA, PELINJ CAeaaTh X0/
konem, ycraHoBuB NEC na komnbiorep ¢ "nessnocto Bocbmoii” Windows, sepuys PHILPS’a
cebe. Hukaknx uamenenuii! Co6paBiinch 66110 OTAABATH MPUBOJ, HAa3a/1 TPOJIABILY, 1 HEOXKH -
JIAHHO BCTIOMHMJI, 4TO B OTHOM M3 noceqHux HomepoB Komnbiotep [Ipecc 6b11 0630p nuty-
LLUX IPOrpaMM, MPUYEM JIEMOHCTPALIMOHHbIE BEPCHH BCEX ITUX MPOrpaMM COAePKaIUCh Ha
npuJaaraeMoM K »KypHaJgy KomnakTt-aucke. M3 Bcex nporpamm NEC’oBbIii nucell onosHaga
b onHa: Record NOW, kotopast, K cuacTbio He UMeJsia HUKAKUX (DYHKIIMOHAJILHBIX Orpa-
HUYeHUH, uckimouast, npasaa 30-aHelBbli TpHaibHbli epuoi. [Ipuuem, nporpamMmma okasa-
JlaCh TAaKOH YIOTHOW M ynoOHOH, UTO paccTaBaThCs C HEH MHe He 3aXOTeJIOCh, HO M paccra-
BaTbCsl CO CBOMMM JIEHbIaMU MHE He XOTeJIOCh TOXKe.

Kak BoirsisauT 3ammra? [1pu Kaxkiaom 3anycke mporpaMma BbIBOIMT MPOTHBHBIN Nag-
screen, HarMOMUHAIOIIME CKOJIBKO JIHEH e ellle "»KUTb" OCTa/soCh, ¥ TeM CaMbIM CTPalllHO
HepBupytolmid. Xopotio, uiem dpasy "Number of days remaining in evaluation" Bo Bcex
paiinax mporpaMmmbl M, €C/JM Hallla UCKaJIKa MOIEPKUBAET IOHUKOM, ObICTPO BbISICHSIETCS,
UTO JIAHHBIHA TeKCT cofepkutes B daite lockers.dll, oTKpbIB KOTOPBIH JII0OBIM PEIAKTOPOM
pecypcoB, Mbl 0GHAPYKHBAEM B HEM TOT CaMblil 3aBeTHbIH rasior! OcTaeTcst BBIICHUTD: KTO
»Ke BBIBOIUT 3TOT auaJor Ha skpan? Miem ctpoky "lockres.dll" Bo Beex paiiax nporpammsl.
OK, sto lockout.dll. [1a... u 3Th paspabGoTuuku He B Jagax ¢ omopoM. 3anyckam dumpbin
1 CMOTPUM CIHUCOK SKCIOPTUPYEMbBIX (PYHKIIHH:

Dump of file lockout.dll
File Type: DLL
Section contains the following exports for lockout.dll

0 characteristics
3C855E8D time date stamp Wed Mar 06 03:10:53 2002
0.00 version
1 ordinal base
23 number of functions
23 number of names
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ordinal hint RVA name
3 0 0000CFFO ?DESDecrypt@@YAKPBDPADO@Z
4 1 0000CC40 ?DESEncrypt@eYAKPBDPADO@Z
1 2 00003520 EvalModeTest
2 3 00003930 EvalModeTestVB
6 4 0000B230 _ezLICENSE_Check_Delphi@16
7 5 0000B1AO _ezLICENSE_Check_VB@16
9 6 0000BC20 _ezLICENSE_ChkExpire_Delphi@16
10 7 0000BB90 _ezLICENSE_ChkExpire_VB@16
12 8 00009DBO _ezLICENSE_ChkFileCRC_Delphi@8
13 9 00009D40 _ezLICENSE_ChkFileCRC_VB@8
15 A 0000BA30 _ezLICENSE_Clear_Delphi@12
16 B 0000B9BO _ezLICENSE_Clear_VB@12
18 C 0000A320 _ezLICENSE_GetRestNumber_Delphi@16
19 D 0000A290 _ezLICENSE_GetRestNumber_VB@16
22 E 0000A6CO _ezLICENSE_Upgrade_Delphi@20
23 F 0000A610 _ezLICENSE_Upgrade_VB@20

5 10 0000B2CO ezLICENSE_Check
8 11 0000BCAO ezLICENSE_ChkExpire
1 12 00009E20 ezLICENSE_ChkFileCRC
14 13 0000BAAO ezLICENSE Clear
17 14 0000A3BO ezLICENSE_GetRestNumber
20 15 00009C30 ezLICENSE_GetVersion
21 16 0000A770 ezLICENSE_Upgrade

CypoBo! Bo-nepBbix, o6paiiaer Ha ce6s BHMMaHue napa ¢ynkuus DES Enc-
rypt/DES Decrypt, uto-To (Kak ¥ cjejyeT U3 ee Ha3BaHus ) 3alinhpoBbiBalolias,/ paciiy-
dposbiBatollas. Bo-BTopbIX, TPOHCTBEHHBIH MOAX0O K HAUMEHOBAHHUIO (PYHKLIMH HABOJAUT Ha
MBbIC/Ib, YTO Mbl UIM€EM J1€JI0 C "KOHBEPTHOMN" 3alllUTOMH, pa3dpaboTaHHON HE3AaBUCUMO OT 3a-
ILMIIEHHON C ee MOMOLILbIO MPOrpaMMbl U MOIEPKUBAIOLIMI BCE OCHOBHbBIE §I3bIKH TPO-
rpammupoBanus: Cu/Cu++, Jlesbdu 1 KoHeuHo ke, Visual Basic, ysnapaembiii no cyd-
¢duxcy VB. B-Tpetbux, Takoe o6uie BCeBO3MOKHbBIX TPOBEPOUYHBIX (PYHKIUH MpeABELIaET,
UTO UCCJIEI0BAHUE 3aLIUThI M 3aLIMILIEHHON TPOrpaMMbl OKaXKeTCs 16JI0M OTHIOb He JIeTKUM!
[Ipuuem, B Te TpH COTHH KMJI0OANT, KoTopble 3aHuMaeT dai lockout.dll moxxkHO MHOTO Best-
KHX JIOBYLIEK U XMTPOCTEH TMOHAMNXAaTh, TAK YTO HA CKOPbIH ycrieX HaM PacCUUTHIBAThH HE MPH-
xomutes. Ho... rnasa crpawates, a pyku jaenaioT. Haunem ¢ Toro, yTo MocMOTPUM Kakue
MMEHHO (PYHKLMH 3aLLUTHOH OUOJMOTEKH UCTOMb3YeT MPOrpaMma.

Bor tebe u pas! 3aumulenHas-To nporpamma coctpsinana Ha BusyasnbHom beiicuke,
0 YeM KPaCcHOPEUMBO CBUJIETEJbCTBYET €MHCTBEHHAs!, sIBHO 3arpy:Kaemast ero OMOIHO0TeKa
MSVBVMG60.DLL! Ax, tak?! Xopoto, noiinem HanposioM. [Ipocro ynansiem lockout.dll u3
KaTaJiora rnporpammbl U MojcoBbiBaeM eii Jsooyto apyryio DLL, npensapurenbHo nepenme-
HOBaHHYIO B laHHyl0. 3anyckaeM rnporpammy. Ha skpaHe HezaMeIUTENbHO MOSIBJSIETCS CO-
o61enne 06 ownobke: cpena Visual Basic’a pyraercsi, uto He MoxKeT Ha#TH (yHKuuio Eval-
ModeTestVB. Uro x, 370 y:ke Koe-uto! 3arpyxaem lockout.dll B nu3accem6siep, Haxomum
B HeM 3Ty camyto "Eval", 6bicTpo BbisSicHsieM 4TO OHa siBJisieTcs "mepexoaHukom” K EvalMo-
deTest, kotopasi... koTopas... Ofi-0ii-0, KOTopas 3aHUMaET [0 YepTa KUJI0OANUT U COIEPHKUT
B ce6e KpaiiHe 3amyTaHHbli ¢ 60JbLIMM KOJHUECTBOM IIyGOKO BJI0XKEHHbIX APYT B JIpyra npo-
1le/lyp nporpamMMHbli Kof1. Jla uTo6bl poaHaM3npoBaTh BCe 3TO U Mecslia He XBaTUT! A KTo
cKasaJj, u4To 3TOT Koj BooOllle ciaeayeT aHajnauposatb?! JlocTaTouHo MpoOCTO MOJACYHYTh
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HY2KHBIH KOJL Bo3BpaTa 1 Bce! Bech Borpoc B TOM Kako# MMEHHO KOJ HY»KHbIH. BerJiblit mpoc-
MOTp COJIEPKUMOrO (PYHKIMH MOKa3asl, YTO CYLIECTBYIOT KAK MUHUMYM TPH pa3/HUHbIX KoJa
Bosppara: "0", "2" u "3". Ecam 370 Tak, TO CKOpee BCEro 0JHOMY M3 HUX COOTBETCTBYET CO-
CTOsIHME "TMporpamMMa He 3aperucTpupoBaHa, HO JIMLEH3HUS ellle He UcTeKana'", "mporpamma
He 3apPernCcTPUpOBAHA U JIUIIEH3US YaKe UCTeKa", M, HaKOHell, "porpamMmma 3aperucTpupoBa-
Ha". Uro x, Ha nepebop Tpex BapHaHTOB He yiiieT MHoro BpemeHu! Bass B pyku HIEW, ne-
penuchbiBaeM KoJ 3allMTHON yHKIMK "¢ HyJisi": XOR EAX, EAX/RETN.

Bosepatiaem lockout.dll Ha ee npexxHee mecro, 3anyckaem Record NOW ... He MoxeM
MOBEPUTHb CBOM IJlagaM — Mporpamma ucrnpaBHo pabotaet! "HMcnpaBuo" — B TOM cMbicie,
4TO Nag-screen y»ke He BbIBOAUTCS U 10 HCTEUEHHH MOJI0KEHHbIX TPUALIATH JAHEH MHcell Mo-
NpeKHEMY »KHUBET, a He YMHUpaeT.

Xopoliio, a ecsin Obl pa3pabOTUKK 3ALLMIIEHHOTO MPUJIOKEHHUS, He TToJIeHUJICs Obl BOT-
KHYTb MPOBEPKY Ha yCrelHocTh 3arpy3ku ¢yHkimu EvalModeTestVB u npu ee orcyrerBun
HEMOTHBUPOBAHHO MpeKpallas cBoto paboty? CMoryu Obl Mbl TOIJIA Y3HATh: Kakue QyHKIMH
6ubmoTeku lockout ucrosbayercsi, a kakue HeT? Yropopuau! Bajomaem nporpammy apyrium
nytem! [Toaronsiem kypcop k MyCDPro.exe u, HaxkaB Ha <F3>, nbitaemest Haiitu lockout.dll
NpsIMbIM KOHTEKCTHBLIM MOMCKOM. BoT, noxkasyiicra:

| wiew MyCDPro.exe - Far

Pucyrok 0x004. [Mowmck ccbinku Ha lockout.dll B sawmienHos nporpamme

[Ipsimbim TekeTom: "lockout.dll” u psiabiikom ¢ Heit EvalModeTestVB. Mmena ocrasb-
HbIX 3aUIUTHBIX (PYHKUMH B HccaeayeMoil mporpamMmme oTcyTcTBytoT. Camoe 3abaBHOE, UTO
B MojyJie lockout.dll mpucyrerByeT orpomHoe KoJnuecTBo cTpok tuna: "‘User has turned
back their clock, so calculating days based on last and init", "The CRC file is valid", "Fa-
iled to update the Last Accessed time", — T. e. 3aluTa cocTaBJieHa JIOBOJIbHO TPaMOTHO
M B COCTOSIHUHM KaK cJieflyeT 3a cebsi MocTosITh. Ecnu, KoHeuHo, pagpaboTuuK 3alldaeMoro
MPUJIOZKEHHST UCIT0JIb30BAJ BCe, MPEIOCTAB/EHHbIE €l BO3MOXKHOCTH, CMOJIHA. YBbI, 3TOrO He
MPOU3OLLIO U HA 3TOT Pas...



UniLink v1.03 ot IOpusa XapoHa

Bacra! Hanoeso! Bece 3T ypoackue 3auiuThl... (CM. OMHCAHUS YeTbIPEX MPEIbILYIINX
B3JIOMOB ) TOJIbKO TIOPTSAT HACTPOEHHUE U ellle, Yero 106poro, BbI3bIBAIOT y UMTaTENeH CMyTHOE
COMHEHHME: a He CelHalibHO JIM aBTOp NMopo0past Takue npocTbie mporpamMmbl? MoxKeT ObiTb,
OH, aBTOp, BOOOIIE HE YMEET HHUETO CEPbe3HOTr0 JIOMaTh?! YMeTh-TO OH (BbI Y2K MOBEPLTE )
yMeeT, HO MyOJIMUHO OMUCHIBATH B3JIOM "Cepbe3HbIX" MporpamMm — 6O05I3HO, a B "Hecepbes-
HbIX" XOPOILIMX 3alIMT MHE KaK-TO W He momnajaasock. Xots, cron! Beapb ecthb ke Takoil npo-
rpaMMHbIH poayKT Kak Unilink, co3nannbiit onbiTHednM cuctemikom FOpruem XapoHom
(xopotto u3BecTHbIM BeeM uieHam Tycosku FIDO7.SU.C-CPP; ecsu »xe Bbl HUKOTIIA He 3a-
TJISIBIBAJIM Ty/Ia paHee, He MoJieHnTech, cxoaute Ha Google, nojgHUMKUTE apXUB KOH(EPEHIIMH
¥ MoumTaiTe. YBepsiio Bac, Bbl He noxKaJgeete ). JlocTaTouHo cKa3aTb, UTO OJUH JulIb bag-list
Ha UniLink — nacrosiuwii knanesb nHdopmalnu, nepeuucIsiioninii 60bliie KOJHUeCTBO
OlIMGOK OMepallHOHHON CUCTEMBI U €€ OKPYKEHHS.

Hama uenbp — otyunts UniLink pyratbes Ha trial expired mpu 3amycke (143 yBaxkeHust
K XapoHy He0OXOAUMO OTMETHTb, YTO B3JIOM MPOBOJUTCS UCKJIOUHTENbHO M3 CIIOPTUBHOTO
MHTepeca U NpupoaHoro JiobonbiTcTBa. Kakue 6o KOPLICTHBIE 11€JI1 TYT HE PUYEM — JIHH-
Kep abcosoTHO OecriiaTeH W MOXKeT ObITb CBOOOAHO CKayaH M0 CJeAylolleMy ajpecy:
ftp://itp.styx.cabel.net/pub/UniLink/ulnbXXXX.zip, rne XXXX — nomep Bepcun). Llu-
THpylo co caoB XapoHa "Jliobas bema uepes noamopa mecaya Hauném "pyeamoca”,
umo moa oua expired :). Coeaaro 3mo, npocmo Kak HanOMUHAHUE. 8 CULY 3AUHIMepe-
COBAHHOCMU 8 MOM, 410 Obl Mecmuposasucy nocaednuu 6urdol”. Tak 4to, Jjomasi JUH-
Kep MOMHHUTE, YTO B3JIOM ellle He 0cBOH0KaeT oT beta-TecTupoBanus ;- ).

Hecmotpsi Ha GecryiaTHOCTD JinHKepa, XapoH OYeHb HEMJIOXO ero 3aluTu. Bo Beskom
cJlyyae y MeHsl Ha TIOJIHBIH aHaJIi3 3allluThl ( BK/II0Uask pa3BepHYTOe ONMUCAHUS B3JOMA U OT-
BJI€UEHHSI HA TIOBCEAHEBHYIO TeKyuKy) yuuwia no6pas Heness! Cefuac, Koraa MmuinyTcst 3TH
CTPOKH, J1axKe 2KAJIKO, UTO 3alIMTa TaK ObICTPO CJIOMANACh U TO MHTEPECHOE, BO UTO €11 MOXK-
HO BOH3HTb CBOM 3yObl, 3aKOHUMJIOCH. Bripouem, Jiyullle OTJI0KUM BCIO 3Ty HOCTAJbIHIO J0
JIyU4IINX BPEMEH B CTOPOHY, U BCTIOMHUM, KaK 3Ta Hejles1sl '9POTHUECKUX pPa3BjeueHul ¢ 3a-
UTOH" cOOCTBEHHO U HAUMHAJACD...

..l [pMBbIYHBIM JIBU2KEHHEM PYKH 3arpy:KaeM HCHoJiHsieMblil (aiis JUHKepa B CBOIO JIIO-
6umyto IDA 4.1.7. u... IDA rpsizHo pyraetcs 1o noBojy Toro, uto... "can’t find translation for
virtual address 00000000, continue?". XM, Hy 4TO HaM ellle OCTaeTcs jieJaTh, — MOKOPHO
x)meM "Yes", uto6bl cieqath "continue”. YBwi! Hair dokyc He yBenuascs ycnexom — Ha
9KpaHe BO3HHKAeT ellle oJHO pyratenbctBo "File read error at 0004C7AC (may be bad PE
structure), continue?". O6peueno kmeMm "Yes" u... ..IDA npocro ucuesaer. Jla-na! Mmenno
MCUe3aeT, JaxKe He YCIeB Nepeil CMePThIO BbiAaTh COOOLIEHHE O KPUTHUECKOH olnOKe!!!?

MutepecHbiit hopmat daitna, onHako! [Tbitasich BbISCHUTB UTO 2Ke B HEM COJIEPXKUTCS Ta-
KOe Hexopolilee, 4To Tak He roHpaBuioch IDA, Mbl pelliaem HaTpaBUTb HA HETO YTUJIUTY
dumpbin. [Ilac! Pas6exxanuch — npu nomnbiTKe BbIBeCTH Tabsuily umnopra, dumpbin Bbizaet
coob1iieHue o BHyTpennel otmbke "DUMPBIN: error: Internal error during Dumplmports",

’B nocaeytoumx sepeusix IDA 31o 6bi10 HenpaJieHo.
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M TOJIBKO YTO YCIE€B CKHHYTb KOHTEKCT, aBapuilHO npekpaiiaer cBoto paboty. Bot, 3Hauwur,
kak?! Hy, sauuta, nepxuce! Celtuac mbl 3arsisiHeM BHYTpb TeOsi "BpyuHylo" KakuMm HU Gylib
HHU3KOYpOBHEBbIM UHCTpyMeHTOM. Hy, Hanpumep, HIEW om...

O6s10m-c! [pu nonbiTKe cnenath "prepare import data” HIEW ckpyuuBaet ayJito u, Bbi-
JIaB HaM Ha MpollaHne TporaTesibHO KpacHoe OKOLLKO ¢ Haanucbio "Import name No free me-
mory" 6aHajbHO BUCHeT. Konkypupytowuni ¢ Hum QVIEW ymupaer u Boce 6e3 Kakux Ju60
nosicienui. Ytunuta "PEDUMP" or Mata [TutTpeka (M3BecTHe1IeT0 HCC/Ie10BaTENSI HEJIP
Windows) XoTb W He BHUCHET, HO BbIAeT COOOIIEHHE O KPUTHUECKON OLIMOKE MPUJI0KEHHUS
¥ aBTOMaTH4YeCKH puOUBaeTcs onepaidoHHon cucteMoi. Tak, yem eliie MOXKHO UCCIEI0BATh
BHyTpeHuuil popmat PE-datina? Ha ym npuxonut efd (Executable File Dumper) ot Wib-
dhaka, HO laxke 3Ta yTUIMTA He crnipaBJsietcsi. — Boinas coobuienue "Can't find translation
Jor 000002F6 (758.)", ona npocto npekpauiaer csoto padory. Dump PE ot Clive Turvey
nocrynaet aHajorudto. Jluzaccem6sep De Win or MumokoBa — BucHeT. Win DASM He
BUCHET, HO U He au3accemobsupyert. laxke snamenntsii PROCDUMP pacnakoBbiBaTh 3TOT
dhaiin oTkasbiBaeTcs, npapja nodpoJisieT caenath rebuild PE-3aronoska, ornako, nocse Ta-
KOM orepaluu noJiydeHHbli aia ctaHoBUTCS HepaboTocnocoOHbIM. B o611em, 3TOT CMUCOK
MOKHO MPOJ0JI?KATh G€CKOHEUHO.

Kouimap! 3auunTsl, cpbiBatollie Kpblllly OTJAIUHKY, — 3TO 51 elle TOHUMaK, HO BOT 4TO-
Obl Tak arpeccUBHO COMPOTHUBJATHCS ausaccembusepy! Ilpuuem, He Kakomy-TO OfHOMY,
KOHKPETHO B3SITOMY Jin3acceMbiiepy, a BceM au3accembiiepam cpagy. M B 3To ke camoe Bpe-
Msl 3allMTa yXuTpsietcs: pabotath B 060k, Windows-coBecTUMOl onepalMoHHON cUcTeMe,
Britoyast NT u w2k, a, 3HaunT, HHKAKHUX IPsI3HBIX XaKOB HE UCMOJb3yeT. XapoH Mo onpejeJe-
HHUIO reHuii!

BOT Mbl 1 CTOJIKHYJIUCh C TEM CaMbIM CJIydaeM, KOT/a MPUXOAUTCS AU3acceMONUPOBATh
He TOTOBBIM JH3acceMOJIepOM, a CBOUMH COOCTBEHHBIMH pyKaMu M rosiooit!® Tannys s
xpaGpocTH MUBKa, 3anyckaeMm My u 3arpy»kaeM Halllero noJonbITHOTO B OUHAPHOM pedcu-
Me, TO eCTb 0e3 aHa/M3a 3arosloBKoB daiaa. Pails, ecTecTBEHHO, YCIEUIHO 3arpyKaeTcs.
Teneps, otkpeiBaem cBoit MSDN Ha ctpanuue "Microsoft Portable Executable and Com-
mon Object File Format Specification" u BiymunBo untaem Bce, uTo Tam HamucaHo. bes
YeTKOro MPeJICTaBJEHUsI O CTPYKType M nopsiike 3arpy3ku PE-datiios, XapoHoy 3auiuty
HaM HHU 3a 4TO He cjioMaTh. Ec/in uteHne pupMeHHbIX crietuduKalini BbI3biBaeT NpobJaembl,
nonpooyiite 06paTUTCsl K CTOPOHHUM McToYHHKaM. B Tom ke MSDN conep:kutcsi macca
crarell, NocBsileHHbIX HceaenoBanuio PE-dopmara, B uacthoctu: "The Portable Executab-
le File Format from Top to Bottom" by Randy Kath, pycckuii nepeBon koropoii ("HMccaeno-
BaHHUe MepeHOCUMOro hopMaTta UCMOJHUMbBIX aisioB cBepxy BHU3" ) jierko HaiTh B Cetu. Ha
XyJIOH KOHEI MOYKHO 060UTHCH W OJTHAM JIHb 3arojoBounbiM (arsom WINNT.H, Bxoasiimm
B LUTATHBIH KOMIJIEKT MOCTaBKH J1060ro windows-KoMnusisTopa (Ho pazo6paThesi ¢ "ToJbIM"
WINNT.H cymeert suiib rennit!)

Hama 3agaua coctouT B TOM, 4TOOBI BPYUHYIO POAHAIM3UPOBAThL BCE 3ar0JIOBKH, BCe
CEeKLMH U BCe MOJIsl UceielyeMoro gaiisia, nbiTasch ornpeleuTh: YTO Ke TAKOTro HeOObIYHO-
ro eCTh B Kax10M U3 HuX. CripaiuBaere: "Heobbiuroe" — 310 BooOule kak? HaBckuaky

3 Boo6uie-To, anasnusuposath PE-3aronoBok pykamu 51 punyJcs uncro c nepenyry. Tot xxe EXEVIEW ot Ran-
dy Kath nmyctb 1 He coBceM KoppekTHO 06pabaTbiBaeT 3allHIIeHHBIH (afiy, HO 1Mo KpaiiHel Mepe He BUCHET U He
3aBeplilaeT cBo paboty. K Tomy e oH pacnpocTtpansercs BMecTe ¢ uexonHukamu (cM. MSDN) uy Hac ecTb
BO3MOKHOCTb OIEPaTHBHO UCIPABUTD Oar.
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MOXKHO MPEJ0JI0KHUTh 110 KpaliHel Mepe TpH BapuaHTa: a) 3allluTa UCMO0Jb3yeT JOKYMEHTH -
poBaHHbIE, HO MaJiou3BecTHble Bo3MoxKHOCTH PE-daiiios, He noagepKuBaembie pacrnpo-
CTpaHEHHbIMH JM3acceMbyiepamu; 6) 3allluTa UCMoJb3yeT HEOKYMEHTHPOBAHHbBIE 0COOEH-
HoctH (u/unu noas) PE-dailnos, He nomiep:KuBaeMble 1u3acceMOaepamMu, HO KOPPEKTHO
oO6pabaTbiBaeMble OMepaLMOHHON CHCTEMOI; B) pagHouTeHus cnelupukaumnii PE-dopmara
NPUBEJIM K TOMY, uTO pa3pabotunkn OC TpakToBaJ/u OT/AeJ/bHbIE [10JI51 3ar0J0BKOB M0-CBO-
emy, a pa3paboTuuKu au3acceMOJiepoB — M0-CBOEMY, B pedyJibTaTe 4yero rnosiBUJIach BO3-
MOKHOCTb CO3/1aTh TAKOH U3BpallleHHbIH (haiiyl, KOPPEKTHO 3arpy3UTh KOTOPLIH CyMeeT Of1-
Ha JIMLIb CUCTEMA, a BCe OCTaJbHble UCCJEI0BATE/bCKUE MPOrpaMMbl KOHKPETHO 06J10Ma-
I0TCS HA €ro aHaJuse.

M3 nynkra "a" co Bcell 0UeBUAHOCTBIO CJIEYeT, UTO /ISl aHaIu3a 3alluileHHoro dariia
OJIHOH JIMIIIb IOKYMEHTALMH SIBHO HEJOCTATOUHO, BeJlb HAM TPeOyeTcst He TOJbKO YOeIUThCs
B COOTBETCTBHMHU BCeX MoJiel uccsenyemoro aiia gupMeHHon crelidrKalliu, HO U BbisiC-
HHUTb HACKOJIbKO 3TH MOJs1 BOOOIIE TUITMYHBL. JIpyruMu cioBaMu HaM HeOOXOIUM TpaKTHYe -
CKHil onbIT pa6oThl ¢ PE-daiinamu, a ecsiv ero HeT, — 4TO 2K, BO3bMUTE HECKOJIbKO 3aBEJI0-
Mo HeusBpalleHHbIX PE-daiisioB 1 ocHOBaTe/bHO MPOLITYAUPYHTE UX OT M0Ja 10 MOTOJKA.

C nynkrom "6" cnpaBuTes caoxuee. Jlonyctum, B pupMeHHOH crielUpUKalii TaKoe-TO
1oJie MOMeYeHO KaK HeUCoJib3yeMoe, a B 3alllUIIIeHHOM (hailsie 31eCh MPOMUCcaHo HEKOTOpoe
3Hauyenue. Kak 6bITh? (J/lMzacceMOaMpoBaTh 3arpy3umk onepalioHHON CUCTEeMbl He TIpeji/ia-
rath). Ila ouenb nmpocro! Bepem hiew crapoit Bepcuu — To#, KoTOpasi HUUero He 3HaeT 0 PE
¥ HUKAK ero He aHaJIM3UpyeT, U nepeGUBaeM "HEUCNOJb3yeMoe" ToJie HyJSIMU WU JI0ObIM
JIPYTUM 3HaYeHHeM, MPULLIEAIIAMCS HaM Mo BKycy. Ec/in 9To He HapyluT paboTocnoco6HO-
CTH 3alllMIIleHHOro daiiia, — Mo Bceid BUAUMOCTH 3TO T0Je IEUCTBUTE/LHO He HCTOJb3YeTCs
1, COOTBETCTBEHHO, HA0OOPOT.

[Tynkr "B" eute 6ogee caoxkeH. Hukakue npsiMosiMHEHbIE pellieHUs TYT He JAeHCTBYIOT
M BCE, YTO HAM OCTAETCSl — BAYMUYMBO UHTATh Kaxayl0 GYKBY HCXOAHOH crieluUKaLUU ...
HeT! He CTPEeMHUTbCS "TIOHSITL" ee, a MbITaThCsl MPEACTABUThL cebe: Kak oHa BOOOLIE J10J2KHA
ObITb MOHSTA, UTOObI 3arpy3uyrK OMePalMOHHON cucTeMbl paboTtas, a qu3accembyep — Her.
JlaiiTe BoJito cBoeMy BOOOpaKeHHIO, HAMPSTUTE HHTYHULMIO — BCeX MHOTMX ToHKocTel PE-
(opMaTOB COCTABUTENH JOKYMEHTALMK TIPOCTO He onucasu. C Ipyroil CTOPOHbI, CaMH pa3pa-
60oTunkn OC naHHbIi popMat He ¢ MOoToJIKA Opasi U MO TEM 2Ke CaMbIM crielUpUKalIUsaM ero
M peasiM30BbIBAIM. 3alyManTech, a Kak Obl Bbl peasnu3oBasu 3arpysky PE-daiiia B namsts?
Kakue 661 Kom6GuHauu cBoicTB PE-datisia Bbl MOrJIM Obl MCIIOJIB30BATh /IS €r0 3aLIUThI?

[lepBoe, 4To HaM MPUXOAUT B TOJIOBY — HHHUIMAIU3AIMSA HEKOTOPBIX KPUTHUECKHX sUe-
€K MamsTH MOCpPeACTBOM A06aBjeHHs UX ajpeca B TabJMIy MepeMelllaeMblX 3JeMeHTOB.
A ut0, 370 MBIC/Ib! OCOGEHHO MPUBJIEKATELHON B STOM TJIaHe BLITVISUT TabJ/ula rnepeme-
1aeMbIX sseMeHToB U3 old exe — 3aryyuiku, pacnodsoxenHon nepen PE-datisiom u 60Jb-
LLIMHCTBOM JiM3acceMOJ/IepoB MPOCTO UTHOpUpYeMoid. Ho oOpatiiaet i cucTeMHbIH 3arpy3unK
BHUMaHHE HAa 9T JIEMEHThI WJIM HET, — BOT Bellb B ueM Borpoc! Xopolo, 1aBaiiTe mocmo-
TPUM Ha BOCCTAHOBJIEHHbIH 0ld exe 3aro/ioBOK, H3BJEUEHHbIH HAMH U3 3alMILEHHOTO (haiia.

seg000:00000000 ; OLD EXE HEADER

seg000:00000000  cc db ‘MZ’
seg000:00000002  e_cblp dw 405
seg000:00000004  e_cp dw 1
seg000:00000006 e_crlc dw 0
seg000:00000008  e_cparhdr dw 4
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seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:

Bacra

seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:

0000000A
0000000C
0000000E
00000010
00000012
00000014
00000016
00000018
0000001A
0000001C
00000024
00000026
00000028
0000003C

e _minalloc dw 33

e _maxalloc dw 33

e_ss dw 16h

ccaaa dw 512

e_csum dw 0

e_ip dw 106

e_cs dw 0

e_lfarlc dw offset RelocationTable
e_ovno dw 0

ae_res db ‘UniLink!’

e_OEMid dw 0

e_OEMinfo dw 1

e_res2 db 14h dup(0)

e_lfanew dd offset IMAGE_NT_SIGNATURE_PE ; "PE"

kapanysuku! Hac o6nomanu! Hukakux nepemeraembix snementos B DOS-3a-
TJIyLIKe HET, 0 YeM M0Jie €_0VI0 KPAaCHOPEUMBO U CBUIETENLCTBYET (B 13acceMOIePHOM JIH -
CTHHTEe OHO BbIIEJIEHO XKUPHBIM LIpUdTOM). Jla U BO BCex ocTajbHbIX OTHOLIEHUsIX, old exe
3aroJIOBOK BbITVISIMT BIIOJIHE KOPPEKTHBIM U MPUIMUHBIM. JlanHo, nxa 6ena nayaso! Otrad-
KMBasiCh OT 3HaueHUs1 1oJisi e_lfanew, nepexoaum no cojeprkalleMycst B HeM CMeLIEeHHIO Ha
3arosioBok PE-datina.

00000198 ;

00000198
0000019C
0000019E
000001A0
000001A4
000001A8
000001AC

000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;
000001AC ;

NEW EXE HEADER

TIMAGE_NT_STIGNATURE_PE db ‘PE’,0,0 DATA XREF: seg000:0000003C
Machine dw 14Ch TMAGE_FILE_MACHINE_TI386
NumberOfSection dw 3 ;. TpW CeKuuu

TimeDateStamp dd 3D4EE158h BpPEMEHHas MeTKa
PointerToSymbolTable dd 0 yKkasaTenb Ha Tabnuuy CUMBOMOB
NumberOfSymbols dd 0 KON-BO CWUMBONOB HOMb, T.€. HeT
SizeOfOptionalHeader dw 0COh ; pasMep OnuMoHaNbHOrO 3aronoBKa

; a BOT 9T0 ~777  yXe WHTepecHO: 3Has, 3a KOHLOM OnuvoHanb-

HOrO 3arosoBka Cpasy Xe CneayluT 3arofnoBKW CErMEeHTOB, NbTAEMCA MPOBEPUTH
KOPPEKTHOCTb 9TOr0 nongd "Ha rnasd’: cknagbBaem 0x1BO (Havyano onuuoHanb-
HOro 3aronoska) ¢ 0xCO (ykasaHHuit pasmep 3aronoska) u nonydaem 0x270.

CMOTPUM - MO STOMYy CMeleHwio B danne pacnonoxeHo cnoso . text™, 3Ha4uT,
pasMep 3arofloBka ykasaH mnpaBunbHO. Ho.. B TO xe camoe Bpema 0xCO - 5To
KpalHe HeTWNWYHbIN pasmep A1 ONUMOHANBHOrO 3aronoBKa M BCE MCChAedyemble
MHOW dannel, COAepxanu COBCeM [Opyroe 3HayeHue, - a umeHHo OxEOQ. 3a cueT
4ero xe "Hauw" 3aronoBOK 0Ka3aNCd MeHblle? O04YeBUAHO, 3auMUeHHbI darn co-
NePXUT ypesaHHbln MaccuB data directory, 4TO TeOpeTnyecky [LOSXHO BOCMPU-
HUMATbCS BCeMu [u3accembnepamy HOpManbHO, HO BOT MOMHOW YBEYHOCTU Y HAC
B 9TOM HeT. Kak ObTb? [lpeacTaBnaeTcs NOru4YHbHM HanTu (unn co3pgaTb) PE-
dainn ¢ ypesaHHoi data directory w HaTpaBuTb Ha Hero pgusaccembnep (Ty
xe IDA) - WHTEpecHO 3aBMCHET OH MAM HeT? A BOT Kak C034aTb TakoW o¢ann,

He umMed noj pykamMu COOTBETCTBYWWEro nuHKepa? [IpocTo mponagyvTb 3arono-
BOK B rotoBom PE-danne Henb3s, T. K. 3a KoHuoM data directory 3arpys-
YUK OXMOAET YBUOETb KaTanor CEerMeHToB, a Npu "MCKYCCTBEHHOM' YMEHblUEHMN
pasmepa 3arofioBka Tam okaxeTcd "XBocT" 0T data directory, 4TOo npuBepeT
amsaccembnep B CUIbHOE 3aMewaTenbCcTBO. “Bhpes3aTb’ kycodek data directo-
ry m3 damna Tak Xe HEBO3MOXHO, BeAb MpKY 3TOM MNOCHMNANTCHA BCE CMelleHWs

4TO TaK Xe MNpMBEAeT K Henpeackasyemoi peakuun amsaccembnepa npu nomnsiT-
Ke aHanusa Takoro ¢amna. A ecnu.. llocTonTe-Kka! Bedb MOXHO NMPOCTO CABU-
HYTb KaTanor CerMeHToB Ha MecTo "0CBOOOAMBWMXCA™ MOCNe ycedeHud 3aro-
noska anemeHToB data directory?! a 3HaeTe, 970 gomxHo cpaboTaTb! OK

BOOPYXMBUWNWCL hiew’ oM ycekaeMm pasmep 3aronoska noboro 3aBefoMo HopMasb-
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seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:
seg000:

000001AC
000001AC
000001AC
000001AC
000001AE
000001AE
000001AE
000001AE
000001AE
000001AE
000001AE
000001AE
000001AE
000001AE
000001AE

; Horo ¢aina mgo OxCO u nepemewaem kaTanor cermeHToB Ha 0x20 OanT "BBepx”
; 3anyckaem cam ¢ann. PaboTaeT? PaboTaeT! 3arpyxaem oQain B ansaccembnep..

; Pabotaet!!! 0K, 3HauuT, pasmep 3aronoska B 0xCO aeNCcTBMTENbHO AOMYCTUM
; NPOAOMKaeM aHanus...
Characteristics dw 30Fh ; IMAGE_FILE_RELOCS_STRIPPED|

; IMAGE_FILE_EXECUTABLE_IMAGE]|

; IMAGE_FILE_LINE_NUMS_STRIPPED]|

; IMAGE_FILE_32BIT_MACHINE |

; IMAGE_FILE_DEBUG_STRIPPED
; aTpnbyTbl daiina HecKOAbKO HeTWUnM4Hbl. 00b4HO BCcTpeyaeTcs Ox10F, a He Ox30F
; (T.e. B HOopManbHbix Gainax otcytcTeyeT ¢nar IMAGE_FILE_DEBUG_STRIPPED
; Jaxe KOrga OHM He CcoaepxaT HMKakoh O0TNago4HONM MHGH), HO C APYroi CTo-
; POHbl, Tak faxe W NpaBuibHEe. IKCMEPUMEHTb MNOKa3biBalT, 4TO WCNpaBneHue
; Ox10F Ha 0x30F B ocTanbHbix Qainax (ec-Ho 0e3 AaebyXHOW WHOb) NPOXOAUT
; 0e3bonesHeHHO, 3HauyMT, cobaka 3apbTa He 3[ecb

BoT MbI 1 BbisicHuiM, uto PE-3arosioBok 3atuiientoro daiia He conep:KUT abecoioT-
HO HHUUEro HHTepeCHO, U ecin KTo U 3aBetinBaeT HIEW u cpwiBaet IDA Kpbiiily, TO y2K TOU-
HO He oH. UTo XK, cesiaB KOPOTKUH rnepepbiB (/151 "MUBKA" ), MPONOJ/IKUM Halle YTOMUTE/b-
Hoe uccsenoBanue gopmata PE-daiina, Ha cell pas B3sIBLIKCH 32 TaK Ha3blBaeMblil onyuo-
HaabHolil 3a201080K (optional header), cnenytounii 3a koniiom PE-3arosioBka.

seg000:000001B0 ; OMUMOHAIT XMAEP
seg000:000001B0 ; ==============
seg000:000001B0 Magic dw 10Bh ; NORMAL EXE (Bce OK)
seg000:000001B2 MajorLinkerVersion db 1 ;. Bepcud nuHKepa
seg000:000001B3 MinorLinkerVersion db 3 ;. BEpCUdA nuMHKepa
seg000:000001B4 SizeOfCode dd 49817h . pasmep Kojga
seg000:000001B4 ; BHIFNSAWT BMOJHE HOPMaNbHO.
seg000:000001B4 ; T. €. Npu ANMHe exe-odanna B
seg000:000001B4 0x4C7AA 6aiT, noTpebHocTu B
seg000:000001B4 0x49817 6ailT BnonHe
seg000:000001B4 YAOBNETBOPANTCS
seg000:000001B4
seg000:000001B8 SizeOfInitializedData dd 3008h ; pasmep cekumu
seg000:000001B8 i VHUUMANU3MPOBaHHLIX [aHHbIX
seg000:000001B8 BLIFNAANT BMOJHE HOPMaNbHO
seg000:000001B8
seg000:000001BC SizeOfUninitializedData dd 0 ; HET CeKuuu
seg000:000001BC i HEWHWUMANM3UPOBAHHBIX AaHHbIX
seg000:000001C0 AddressOfEntryPoint dd 46673h ; ajpec To4kM BXOAa
seg000:000001C4 BaseOfCode dd 1000h ; 0as30BbIil aapec cermeHTa Kojaa,
seg000:000001C4 ; 3aberas Bnepen, OTMETUM,
seg000:000001C4 4TO 9TOT agpec B TOYHOCTM paBeH
seg000:000001C4 agpecy cermeHTa .text, Tak 4TO
seg000:000001C4 ; TYT BCe€ 3akKOHHO
seg000:000001C4
seg000:000001C8 BaseOfData dd 4B000h ; 0a30BbII aapec cermMeHTa AaHHbiX,
seg000:000001C8 ; NpoBepka MNOATBEPXAAeT ero
seg000:000001C8 KOPPEKTHOCTb
seg000:000001C8
seg000:000001CC ImageBase dd 400000h ; image base abCoNOTHO HOPMAas bHbIN
s5eg000:000001D0 SectionAlignment dd 1000n ; BblpaBHMBAHWE CEKUWW MO rpaHuLe
seg000:000001D0 ; B 4K6, 4t0 OK
seg000:000001D0
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seg000:000001D4 FileAlignment dd 200h ; BblpaBHWBaHMe ¢alina no rpaxHuue
seg000:000001D4 ; B 512 6ant, uto OK
seg000:000001D8 MajorSysVersion dw 4 ; Bepcusa Tpebyemoir cucTems, 0K
seg000:000001DA MinorSysVersion dw 0 0K

seg000:000001DC MajorImageVersion dw 1 ; Bepcuda npunoxexus, 0K
seg000:000001DE MinorImageVersion dw 0 ; 0K

seg000:000001E0 MajorSubsystemVersion dw 4 Bepcusa noacucTemsl, 0K
seg000:000001E2 MinorSubsystemVersion dw 0 ;. OK

seg000:000001E4 Win32VersionValue dd 0 . OK

seg000:000001E8 SizeOfImage dd 52000h ; pasmep obpasa ¢aina B namaTu
seg000:000001E8 ;. BLIFNSAMT BMOSHE AOCTOBEPHO
seg000:000001E8

$eg000:000001EC SizeOfHeaders dd 400h ; paamep Bcex 3aronoskos, 0K
s$eg000:000001F0 CheckSum dd 0 ; HET KOHTPONbHOW Ccymmbl, 0K
seg000:000001F4 Subsystem dd 3 . KOn-BO cekuui, OK
seg000:000001F4 . (panblie Mb UX BCE Haligem)
seg000:000001F4

seg000:000001F8 SizeOfStackReserve dd 100000h ; KON-BO pPE3epBMPYEMON namaTu
seg000:000001F8 . nop crtek, OK

seg000:000001F8

seg000:000001FC SizeOfStackCommit dd 2000h ;' KON-BO BbIOENEHHON Noa CTek
seg000:000001FC ; namaTun, OK

seg000:000001FC

seg000:00000200 SizeOfHeapReserve dd 100000h ;. KOJNI-BO DPE3EepBMPYEMOV MOL Ky4dy
seg000:00000200 . namatu, OK

seg000:00000200

5eg000:00000204 SizeOfHeapCommit dd 1000h ; KON-BO BHAENEHHOW MNOA Ky4y
seg000:00000204 ; namaTu, 0K

seg000:00000204

seg000:00000208 LoaderFlags dd 0 ; He ucnonbayetcs, 0K
seg000:0000020C NumberOfRvaAndSizes dd 0Ch . KON-BO 9NIEMEHTOB B
seg000:0000020C : IMAGE_DATA_DIRECTORY

...H OTILIHOHAJIbHBIF 3ar0JIOBOK HE COEePXKHUT HUUero uHTepecHoro, Ho BoT IMAGE DATA
DIRECTORY, pacniosnoxkeHHnasi 3a HUM cJieloM, — JieJI0 Apyroe U OYKBaJbHO C TPETHH MO
CYeTY CTPOKH Mbl BBIXOJIMM Ha CJieJl 3aLIUThI:

seg000:00000210 IMAGE_DATA_DIRECTORY dd 0 ; EXPORT dir
seg000:00000214 dd 0

seg000:00000218

seg000:00000218 Import Table

seg000:00000218 dd offset IMPORT_TABLE

Bor oHa — ccblika Ha TabJiily UMITOPTa, Ty camyto TabJully, KOTopast PUBOAUT K Oyil-
HOMY 3aMellIaTe/IbCTBY OTPOMHO€E KOJIMYECTBO An3acceMOepoB U cpbiBaeT Kpbillly Bcem PE-
yTHJIUTaM BMecTe B3aThIM. [locMoTpum Ha Hee?

seg000:0004B000 IMPORT_TABLE dd 94010F0Eh ; DATA XREF: seg000:00000218-0
seg000:0004B000 ; flags

seg000:0004B004 dd 4000696h ; date start

seg000:0004B008 dd 54414C46h ; foward index

seg000:0004B00C dd offset unk_39A39

seg000:0004B010 dd 8965410h ; import addres

seg000:0004B014
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[Towna Bona B xaty! OkasbiBaeTcst, B TabJMile MMIIOPTAa BMECTO HOPMaJIbHBIX M0JIeH CO-
JIEPIKUTCS KAKOH-TO TOJMMBIA "Mycop", KOTOpbI# Koe-uTo nposichsieT. C Takoil Tabuauiiei
uMnopra ausaccemobsepbl paboTaTh MPOCTO HE MOIYT H... €CJIM MIPOBEPKA KOPPEKTHOCTH CO-
JIep2KUMOT0 TaOJIHLbI UMITOPTA OTCYTCTBYET, OHM — BUCHYT, B [IPOTMBHOM 2Ke Cjlyyae, — aBa-
PUIHO MpepBIBAIOT CBOIO paboTy ¢ cooblleHreM 00 olrbKe.

Ho 310 coBeplieHHO He 0OBACHSIET KAaK C TAKOH 3aLUTOH YXUTPsieTcsl paboTaTh 3arpys-
UMK OMepalMOHHON CUCTEMbI? ¥Y2K He HMEEM JIM Mbl JIEJI0 C HEKOTOPbIMU HEJIOKYMEHTHPOBAH -
HBIMH 0CO6eHHOCTAMHU? Wi, ObITh MOXKET, 10 3THM "MyCOPHBIM" ajapecaM B OnepaTUBHOH
MaMsATH pacrnoJjokeHo uto-to ocobenHoe? [locnennee HaBpsin au! Tlockosbky 3aiura yc-
neurHo (GyHKIMOHUPYET BO BceX Windows-1oJl06HbIX CUCTeMaX, TPEJICTABISETCS COMHUTEb-
HBIM, UYTO COAEP>KMMOE JIAHHBIX a/IpeCcOB BCEIJIa U Be3/le OJIHO U TO XKe (KcTaTH, Oerasi npo-
BepKa OTJIaAUMKOM, 3TO JIONyllleHHe ¢ TPeCcKoM ornposepraet). HepokymMeHTHpOBaHHbIE BO3-
MO2KHOCTH? XM, HEMTOXOKE... Ia €CJIM TaK — T/l PUKAXKUTE UCKATh pPeasibHO UMIOPTHPYEMbIE
anpeca?! JlagHo, nBuraemcs nasbliie, MOXKeT ObITb HAM U MTOBE3ET...

$eg000:00000268 ; Bound Import
seg000:00000268 dd offset bound_import_table
seg000:0000026C dd 1Ch

Ara! Jlepxxu Turpy 3a xBoct! 3aiiira HCroJib3yeT J0KyMEHTHPOBAHHOE, HO MAJIOM3BECT-
Hoe nosie bound import, — npexcrassiiolilee co60k aabTePHATHBHBIK MEXaHU3M UMIOPTa
¢dyuxuni u3 DLL. CmoTtpum, 4to y Hac TaM...

seg000:000002E8 ; bound import table

seg000:000002E8 TimeDateStamp dd OFFFFFFFFh ; DATA XREF: seg000:0000268
seg000:000002EC OffsetModuleName dw OEh ; OTHOCUTENIbHOE CMElleHne
seg000:000002EC ; CTPOKW, cofepxauen uma
$eg000:000002EC ; umnopTupyemon DLL
seg000:000002EC ; Ox2E8 + OxE == 0x2F6
seg000:000002EC ; rae Mel 0OHapyxuBaem
seg000:000002EC ; "kernel32.d11”, u4TO
seg000:000002EC ; O4EeBMAHO, YXe He Mycop
seg000:000002EC

seg000:000002EE NumberOfModuleForward dw 0 ; HMYEro He wumnopTupyem?!
seg000:000002F0 Reserverd dw 0

seg000:000002F2 dd 0

seg000:000002F6 aKernel32_dl11 db ‘kernel32.d11’,0 ; DATA XREF: seg000:049E0C

Bot aTo yxxe siBHO He Mycop, a BoJiHe yinob6oBapumMasi TabJiuia UMIIOPTa, 3arpyxKatoiias
JIrHaMuueckyto 6ubsuoteky kernel32.dll, u umnoptupyiomias.... Kak 3to tak — HHKakux
¢dynkumi?! Crpanto... Ho Beib 3ammTa Bce-Taku paboTaet (MyCcTh 4ac OT yacy CTaHOBUTCS
BCE MeHee U MeHee MOHSITHO Kak ). Xopollo, AaBaiTe paccyKaaTh Jorudecku. [Tporpamm, He
MUMIOPTUPYIOLMX HUKAakuX pyHKumit, non Windows NT cyuiectBoBath B npuHuune He Mo-
xket. Jlazke ecsin 3atura ucrosbayet native API (1. e. oGpaiiiaercsi K cHCTEMHBIM (DYHKIIUSIM
HanpsiMylo 4epes npepbiBanne 2Eh), onepaiimoHHbIN 3arpy3uuK OKaXKeTcst He B COCTOSIHUM
3arpy3uTh Takoe MPUJI0KEHHE, TIOCKOJbKY eMy HEOOXOMMO, UTOObI Ha afipecHOe MPOCTPaH-
CTBO 3arpy»kaemoro mnpoiiecca Gblja crnpoetinpoBana 6ubanoreka kernel32.dll. 9to B8 Win-
dows 9x, rie cuctemHble GUOJMOTEKH aBTOMATHUECKH OTOOpaXKaloTCs Ha afpecHble Mpo-
CTPAHCTBA MPoLleCccoB, "roJible” daiisbl padoratoT 6e30 Beskux npobiem, a B NT, otobpa-
JKAIOLIUH TOJILKO SIBHO 3arpyKeHHble GUOJMOTEKH, TaKOH (POKYC y2Ke He TPOXOHT. A, 3HaeTe,
3T0 MHOTO€ 00bsicHsieT! Tenepb CTAHOBUTCS MOHSATHO B YACTHOCTH ToYeMy Tab/MIa UMIOPTa
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He CONePXKUT B cebe HU OIHOH (pyHKIIMK — OHM 1pocTo He HyKHbl! Ceblika Ha kernel32.dll
MPUCYTCTBYET JIMLIb 3aT€M, UTOObI CIIPOELUPOBATH 3Ty OUONHOTEKY Ha afpecHOe MPOCTpaH-
CTBO Mpolecca, Kak 3Toro TpebyeT CHCTeMHbIH 3arpy3uuk. Xopollo, HO Kak ObITb ¢ "MycC-
opoM" B cranaapTHoil Tabsule umnopra? Kak HU KpyTH, a Takue M3BpallleHUs] CUCTEMHBbIN
3arpysurK cKopee yaIaBuTcsl, ueM 06padoTaer... YBbl, HAM HEUero OTBETUTb Ha 3TOT BONPOC H,
CKpernsi cep/ille, ero BHOBb MPUXOAUTCS OTKJIA/bIBATh, HAJESCh, UTO MOCJEAYIOIIHI aHaI13
OT/IEJIUT CBET OT ThbMbI H BCE PACCTABUT 110 CBOMM MeCTaM...

seg000:00000270 ; HAYAJIO CEIMEHTOB

s5eg000:00000270 a_text db *.text’,0,0,0

s$eg000:00000278 vir_size_text dd 49817h ;. pasmep cekuuu text B namaTu
seg000:0000027C virt_addr_text dd 1000h ; aapec npoekuuMum Ha namsiTb
s$eg000:00000280 szRawData_text dd 49810h ;. pasmep B ¢anne

seg000:00000284 pRawData_text dd 400h . CMelleHne Havana cekuum B Qanne
seg000:00000288 pReloc_text dd 0

seg000:0000028C pLineNum_text dd 0

seg000:00000290 nReloc_text dw 0

seg000:00000292 nLineNum_text dw 0

$eg000:00000294 FLAG_TEXT dd 60000020h ; code | executable | readable

Bort mbl 1 no6pannch o katasnora cermentoB! IMAGE HEADER cekuunu ".text" Bbiraisi-
JIAT BIOJIHE THITMYHO U HUKAKHUX [TOJI03PEHHH Y HAC HE BbI3bIBAET, HO BOT CJEIyloLlast 32 HUM
cekius ".data" oueHb MHOTO€ MPOSICHEET...

seg000:00000298 a_data db ‘.data’,0,0,0

seg000:000002A0 vir_size_data dd 3008h ;. pasmep cekuumm .data B namaTu
seg000:000002A4 vir_addr_data dd 4B000h ; afpec npoekLWM Ha namaTb
seg000:000002A8 szRawData_data dd 14h ; pasmep B ¢aine
seg000:000002AC pRawData_data dd 49E00h ;. CMeleHne B dainne
seg000:000002B0 pReloc_data dd 0

$eg000:000002B4 plLineNum_data dd 0

seg000:000002B8 nReloc_data dw 0

seg000:000002BA nLineNum_data dw 0

seg000:000002BC FLAG_DATA dd 0C0000040h . readable | writeable

"Hy u 4To0 3/1eCh MHTEPECHOr0?" — CHPOCUT HHOM UUTaTeNb. A BOT UTO — MPUCMOTPH-
TeCh MOBHUMAaTeJIbHee KYyda UMEeHHO TPY3UTCs COlePXKUMOe JIAaHHOH cekiinu. Ecyin BepuTh
BbIJIeJIEHHOH >KUPHBIM LIpUdTOM cTpoke, — To 1o aapecy IMAGE BASE + 0x4B000. Hu-
yero He HarnomuHaet? Bo-nepsbix, anpec 0x4B000 "Bosie6HbIM" 06pa3om coBMaiaeT ¢ aj-
pecom "MycOpHOH" TaGJHIbI UMITOPTA (Te, KTO MOMMEJT CEKT C 3alIUTOH 3TOT ajpec HaA0J/ro
3aroMHST, KCTaTH, XapoHy He Meliao Obl €r0 HEMHOXKKO 3aMacKMPOBATh, YTOObI OH He TaK
6pocasicsi B 1/1a3a). Bo-BTopbiX, ©1300pa3uB Mpolece NPoelrpoBaHust CeKIMiI rpacduiecKu
(cm. puc. 0x005), Mbl ¢ yauBaeHneM o6HAPYKUM, uTO ceklusi .data pacrnosioxkeHa He cyienom
3a cekuuei .text (kak 370 06bIYHO W ObIBAET), a HAXOAUTCS 8HYmMpPuU Hee. JIeficTBUTENBHO,
JaBalTe TOJACUMTAaeM: BUPTyasbHbl anpec cekuuu .text pasen 0x1000, a ee pasmep —
0x49817, n nocnenuuit 6aiT cekuuu npuxoautces Ha aapec 0x59817, uro npesbiliaeT BUPTY -
asnbHbIN anpec cekunu .data, pasubiii 0x4B000.

Tak BoT oHO uTo! [ToCcKOJIBKY, CeKIMM 0TOOPaXKAIOTCS Ha MAMSTh B TIOPSIIKE UX TepeUH-
CJIeHHs1 B KaTaJjiore (HeJOKyMEeHTHPOBAaHHO, HO ¢akT!), To comep:kuMoe cekinu .data saTupa-
et obsactb aapecoB 0x4B0O00 — O0x4E008! A uro tam y Hac pacnosioxkeno?! TABJIMIIA
MMITOPTA!!! B nuckoBom caiisie o cmetiennto 0x4B000 neiicTBUTENHLHO PACTIONOXKEH UK -
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cTelllied Bojbl Mycop (M 3TO KOCBEHHO MOJATBEPKIAETCS TeM, UTO U3MeHeHHst rnepBbix 0x14
6aiT paboTy MporpaMMbl He HapyIIAOT), 8 UCTHHHAS TabJIMIa UMIIOPTa PaCcoJioXKeHa Hero-
cpejicTBeHHO B cekiuu .data, kotopoit cootBercTByeT cMmelienre 0x49E00 nuckoBoro daii-
Jia. 3arJistiem; 4to y Hac Tam?!

seg000:00049E00 RealImportTable dd offset IAT ; OriginalFirstThunk
s5eg000:00049E04 TimeDateStamp dd 1

seg000:00049E08 ForwarderChain dd OFFFFFFFFh ; no forward
seg000:00049E0C Name dd offset aKernel32_dll ; "kernel32.dl11”
s5eg000:00049E10 FirstThunk dd offset IAT

Bot, 310 neficTBUTEIbHO MTOX0XKee Ha TabJuily umnopta co ceblikoi Ha IAT. Kerartu, He
MellaeT MOCMOTPeTh, uto 3a (pynkuuu umnoprupyet [AT. [Toaronsiem kypcop k "IAT" u, na-
kaB, Ha <ENTER> cmortpum:

seg000:0004B014 IAT dd 47440600h ; DATA XREF: seg000:00049E00-0
seg000:0004B014 ; 5eg000:00049E10T0
seg000:0004B018 dd 50554F52h

seg000:0004B01C dd 69A8Bh

seg000:0004B020 dd OFFO3FF11h

seg000:0004B024 db 2 ;

seg000:0004B025 db  4Ch ;oL

Martb ponnasi! Hy nouemy Thbl He poauiib MeHst o6patHo?! OnsTh BMECTO CUMBOJIMYE-
CKMX HMEH WJIM Ha Xy[0H KOHell — OpJMHAJIOB, HaM TOMaaaeTcst 3TOT MPOKAAThI Mycop! Xo-
T, — TMOAOXKIUTE MUHYTOUKY, — JaBaiite nornpobyem OnpeiesuTb 4To OyaeT pacroioxKeHo
Mo JaHHOMY ajipecy MocJie 3arpy3ku rnporpammbl. BosBpaiuasick K onucanuio cekuuu .data,
Mbl 0GHAPYKUBAEM, UTO YIYCTHJIM OJIMH OUeHb BAXKHBII MOMEHT. BUpTyaJ/ibHbIH pa3mep cek-
uuu .data (0x3008 6aiiT) HamHoro Gosiblie ee ¢pusnueckoro pagmepa (0x14 6aiT) u notomy,
perunon 0x4B014 — 49E008 Gynet 3anoJiHeH HyJsisiMH, a Belib "'MycopHas' IAT kak pa3 u pac-
noJoxeHa no agpecy 0x4B014! CnenosaresibHo, nocJ/e 3arpy3Ku ee Colep:KUMOoe OKaXKeTcst
3aroJIHEHO OJIHUMHU HYJISIMH, UTO COOTBETCTBYET MyCTOH Tabsulle umnopta gyHkuui. Py-x!
HeBeposiTHO, HO Mbl IeFiCTBUTE/IBHO B 3TOM pazoOpanuck!!! Keratu, nopoGHbIi npuem U -
POKO HCIOJIb3yeTCsl aBTOPAMH YIAKOBIIMKOB UCMOJHSIEMbIX (Pak/IoB.

seg000:000002C0 seg000:000002C0 b_rsrc  db ‘.rsrc’,0,0,0

$eg000:000002C8 vir_size_rsc dd 27ACh ; PasMep CeKUuMM rsrc B namaTu
seg000:000002CC vir_addr_rsc dd 4F000h ; aApec npoekuuMn Ha namaTb
s$eg000:000002D0 szRawData_rsc dd 27ACh ; pasmep B danne
$eg000:000002D4 pRawData_rsc dd 4A000h ; CMelleHvne cekuun B Qanne
seg000:000002D8 pReloc_rsc dd 0

$eg000:000002DC pLineMun_rsc dd 0

seg000:000002E0 nReloc_rsc dw 0

seg000:000002E2 nLineNum_rsc dw O

seg000:000002E4 FLAG_RSC dd 50000040h ; initalized data |
seg000:000002E4 ; shareable |readable

AnasiornunbiM 06pa3oM MOCTYMaeT U CEKIUs .ISIC, BHEJPSICh B cepelnHy ceKiuu .text
(Ho cexuuio .data ona He nepekpbIBaeT), NpUUeM, Jisl OCJeNIeHUs] HEKOTOPBIX 1u3accemoe -
POB TYT MCIOJIb3YeTCs ellle OJIMH XUTPbIH MpUMeM: yKazaHHbIH "(hru3nueckui” paamep ceKUUn
.rsrc "BblieTaeT" 3a npejeJbl AMCKoBoro aiaa. CucTeMHOMY 3arpy3uMKy — XOTb Obl UTO, a
BOT HEKOTOPbIE HCCJIEIOBATEbCKHE YTUIUTBI OT 3TOTO U KPbILIEH 10eXaTh MOTYT.
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import

section \

S oé'C’
%) ,@0
text .data .I'src
Pucyrnok Ox005. uHamuyeckoe samelleHne Tabnmubl MMNOPTA B MPOLECcce 3arpy3ku
PE-¢pasina

Hacrasio Bpemsi npoBepuTh HalM MPEANOJN0KEeHUs Ha pakTHKe. JlaBaiiTe 3arpysum sty
HU3BpalleHHYI0 TTPOrpaMMy OTJIaAUUKOM U MTOCMOTPHM UTO COAEPXKUTCHA B MaMSTH 10 aapecy
IMAGE_BASE + 0x4B000 = 0x44B000: mycop wiu HopMmasibHasi Tabsuiia ummnopra? Ot-
JIaJIuKK soft-ice (Kak 3To U CJIeI0BasIo 0XKUJIATh ) 06JaMbIBAETCS C OTJIAIKON 3TOTO U3BpallleH-
Horo aiJia, mpocTo NPocKakuBasi TOUKy Bxoja, a BoT WDB crnosina onpassibiBasi penyraiuio
¢dupmbr Microsoft (310 He nponus!), mycTb U He 6€3 pyratesibCTB, HO BCE-TaKH 3arpyKaeT
Halll OJIOTNBITHBIN (haiisl U MOCJYIIHO OCTAHABIMBAETCS B TOUKE BXOJA

Module Load: F:\IDAP\HARON\ulink.exe (symbol loading deferred)

Thread Create: Process=0, Thread=0

Module Load: C:\WINNT\SYSTEM32\ntdl1l.d1l (symbol loading deferred)

Module Load: C:\WINNT\SYSTEM32\kernel32.d1l (symbol loading deferred)

Module Load: C:\WINNT\SYSTEM32\ntdll.dll (could not open symbol file)

Module Load: F:\IDAP\HARON\ulink.exe (could not open symbol file)

Module Load: C:\WINNT\SYSTEM32\kernel32.dll (could not open symbol file)

Stopped at program entry point

OO6partuTe BHUMaHHE Ha BbIIEJEHHYIO YKHPHBIM IPUPTOM CTPoKy. OTsiaaunKy rnokasa-
JIOCh, YTO OTJIa’KHBaeMasi mporpaMmma UMIOPTHPYeT HEKOTOPble (DYHKIMH... U3 caMoil cebs!
Ho MbI-TO, M3/1a3UBIlIMe 3alllMILIEHHbIH (QaiJ BIOJb U TIOTNePEK, XOPOIIo 3HAeM, 4TO 3a HC-
kaoueHueM kernel32.d1l, HUKAKHX APYTHX 9KCIIOPTHPYEMbIX H/HJIH HMITOPTHPYEMBIX GHOIHO-
TEeK 3/IeCh HET U TaKoe MOBeJIeHUe OTJauUKa, Cy/sl 10 BceMy, 0O'bSICHSIETCS] BCE TEM XKe ca-
MbIM "MycopoMm”. OK| nepekJiiouaem cBoe BHUMaHWe Ha OKHO C JaMIIOM MaMS$ITH, 3aCTaBJIsisl
ee 0To6pa3uThb CojlePaKUMOe TabJ ULl UMITOPTa:

0x0023:0x0044B000 14 b0 04 00 01 00 00 00 ff ff ff ff f6 02 00 00 ................

0x0023:0x0044B010 14 b0 04 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
0x0023:0x0044B020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

Ypa! OtkpbiBaem Ha pagoctsax nuBo! Coaep:KuMoe NaMsATH 10Ka3aTebHO MOATBEPKIA-
eT, 4To 3arpyska aiijia 1efCTBUTEbHO MPOUCXOUT UMEHHO TaK, KakK Mbl M Mpejroarasu!
Xopol1o, HO 4TO XKe HaM Ternepb AejaThb? To Gulllb, HAUTH-TO MPUUHHY TTOMELIATENbCTBA 1
3acceM0OJiepOB Mbl HalllJI, HO BOT KakK ee HelTpasusoBaTh? Hy, 310 He Bonpoc! JloctaTouHo
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Jutib ckonupoBath 0x14 6atit namatu ¢ aapeca 0x49E00 no agpecy 0x4B000 u ckoppekTH-
posath cchliky Ha IAT, HanpaBuB ee Ha Jilo6oe, 3aMOJHEHHOE HYJISIMH, MECTO.

..HIEW Tenepb 3arnatbiBaet 3ailyileHHyo nporpammy u jaaxke He nukaer! A IDA..
a IDA no npexkHeMy 0TKa3blBaThcsi 00paGaThiBaTh 3TOT (ai/i U ¢ 3aBUIHBIM YITOPCTBOM CJi€e-
taeT. B uem ke npuynHa? Bbl, KoHeYHO, Oy/ieTe CMesITbCS, HO HCTUHHBI BUHOBHHUK €CTh HU
K10 MHOM Kak Microsoft! Ecsiin 6b1 He ee xyTko nporpeccuBHas miaatgopma NET... A, Bnpo-
yeM, 4ero 3T1o 51 pazpopuascs? Camu cMOTpUTE:

(¢) Microsoft.Net assembly [pe.ldw]

() Portable executable for IBM PC (PE) [pe.ldw]

() MS-DOS executable (EXE) [dos.ldw]

() Binary file

Bot 310 na! C pomy takoro He 6bi0! Uro6wl IDA na He mpaBu/ibHO ono3Hasna dopmar
daiinal!!l [Tepemeliiaem pajro-KHOIKY Ha OJIHY MO3ULMIO BHU3 (Be/lb Mbl HMEEM JIEJIO0 OTHIO/b
He ¢ Microsoft Net assembly, a ¢ PE!) u... IDA ycneuno otkpbiBaet dati. [Ipudem, ¢ Boc-
CTaHOBJIEHHEM TabJIHMILI UMITOPTA MOXKHO ObLJIO U He Bo3uTbest, — IDA mpocto pyrHysach Ha
mycop u Bce! Ho KTo K 3Ha1?! 3anHuM yMOM BCe Mbl KPEMKH...

Kopoue, Bo3Bpaiasicb kK HalMM 6apaHam (B JaHHOM cjyyae — K TepreJMBO 0xKHJato-
111leMYy HAC OTJIAJUMKY ) B TOUKE BXOJa, IM3acCeMOJIEPHBII TEKCT BBITJISIIUT TaK:

00446673 55 push ebp

00446674 68AECF4200 push 42CFAEh

00446679 8BDC mov ebx, esp

00446678 2403 and al,3

00446670 7203 ib 00446682
0044667F FE4302 inc byte ptr [ebx+2]
00446682 D7 xlat byte ptr [ebx]
00446683 27 daa

00446684 81042453970000 add dword ptr [esp],9753h
00446688 1AC9 sbb cl,cl

0044668D 9F lahf

0044668E FF33 push dword ptr [ebx]
00446690 FC cld

00446691 C3 ret

He ouenb-TO 3T0 noxoxe Ha OCMbICJeHHbIH KO/ mporpaMmbl! MozkeT ObiTh, 3TO CHOBa
mMycop? MaJjioBeposiTHO, — Be/lb OTJIaUHK UCIOJIb3YeT IITATHBI CUCTEMHBIN 3arpy3unk PE-
¢haitsioB ¥ noTomy rokaabiBaeT o6pas aiijia TakuM, KAKOH OH B JIEHCTBUTE/IbHOCTH €CTh, HY...
€CJId, KOHEUHO, 3alMTa TeM WJIM HHBIM 00pa30M He MPOTHBOCTOUT OTJ/ajKe. JIajaHo, oTCTaBUB
pPa3roBOPUYMKH B CTPOIO, HAUMHAM TPACCHPOBATH KO/ H... C TIEPBBIX K€ CTPOK BMaJaeM B HEKO-
TOpO€ 3aMelllaTe/IbCTBO. 3allluTa onpalliiBaeT HadaibHoe 3Hauenue peructpa EAX, koTopoe
(ecsii BepuTh OT1IaUKKY!) Kak OyaT0 Obl PABHO HYJIIO, HO MOJHON YBEPEHHOCTH B 3TOM Y HaC
Het. Eune co Bpemen crapyuiku MS-DOS mMHorHe 0T/IaIuMKH CJIaBUJIHCL TEM, YTO CAMOCTOS -
TEJIbHO HHUIMATU3UPOBAJIH PETUCTPBI TOC/IE 3arPy3KH, YeM U BblIaBa i ceOsi (B HaCTHOCTH,
NpH HOpMaJIbHOH 3arpy3ke daiisia peructp Sl conepxkan B cebe aapec nepBoil HCMOJHEMOH
KOMaH/ibl, a Mpu 3arpyske noj oraaadukom Turbo Debugger u nxke ¢ Hum, 6bl1 paBeH HyJII0 ).
Boo61iie-To, 3ak/aaapBaThesl HAa "MipefonpeiesieHHble” 3HaYUeHHsl PETUCTPOB — JyPHOH TOH.
Huxro He rapanTupyert, uto B cjaenytoiux Bepcusax Windows uto Hu Oyab He U3MEHHTCS,
M €CJI TaKOoe BIPYT MPOU30UJIET, TO 3allMUTa OTKAXKET B paboTe, 00J0MaB He TOJIbKO XaKepoB,
HO M JierajibHbIX MoJib3oBatesieil. BripoueM, HauasnbHoe 3Hauyenune perucrpa EAX (AX) mo
YKU3HU PaBHO HYJIIO, U C HEKOTOPOH HATS?KHOM 3@ 9TO MOXKHO 3alIeMUThCS.
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Jlasiee 3aiiuTa HEMOHSITHO 3a4eM YBEJIHUMBAET CTaplilee CJIOBO, TOJbKO UTO 3aKHHYTOE
B CTeK, Ha €JIMHHUILYy U Bbi3biBaeT abcosioTHO Gecrosiednbie KomaHabl XLAT, DAA, ADD,
SBB u... sarpyxxaert peructp siaro B EAX. YK He NbITAaeTCs JIH OHA 3THM CaMbIM 0OHapy-

KUTb aiar TpaccupoBku? 3arem jesaer RETN nasi nepenauu ynpapjeHust 1o aapecy:
(0x42CFAE + 0x10000) + 0x9753 == 0x446701

. text:00446701 mov edi, esi

. text:00446703 mov esi, ebx

.text:00446705 sub dword ptr [esi], 1006Fh
.text:00446708 lodsw

.text:0044670D bswap eax

.text:0044670F inc byte ptr [esi]
.text: 00446711 lodsb

.text:00446712 mov ah, al

.text: 00446714 lodsb

.text:00446715 bswap eax

.text: 00446717 mov ebp, eax
.text:00446719 movzx ecx, cl

.text:0044671C push dword ptr [ebp+6Bh]
.text:0044671F lea eax, [esi-8]

.text: 00446722 xchg eax, fs:[ecx]
.text:00446725 mov edx, eax

.text: 00446727 inc edx

.text:00446728 jz short loc_44672D
.text:0044672A mov edx, [eax+4]
.text:0044672D

.text:0044672D loc_44672D: ; CODE XREF: .text:00446728]
.text:0044672D xchg eax, [esp]
.text:00446730 pushf

.text: 00446731 lea ebx, [eax+21ADFh]
.text:00446737 jnz short loc 446745
.text:00446739 lea edi, [edi+0ACh]
.text:0044673F mov dword_44CAF8, edi
.text:00446745

.text:00446745 loc_446745: ; CODE XREF: .text:00446737]
.text:00446745 bts dword ptr [esi-0Ch], 8
.text:0044674A jb short loc 446753
.text:0044674C popf

.text:0044674D call $+5

.text: 00446752 retf

..0TaaIuuK noxoaut Jiniiib 10 RETE 1 nocsie storo cpasy xe "noxuer”. K Tomy xe, ocra-
€TCsl COBEPLIEHHO HEMOHSATHBIM, UTO 2Ke COOCTBEHHO JIeJIaeT STOT 3anyTaHHbI U BUTHEBATbIN
kox? [lpu »KesaHUH, KOHEUHO, C HUM MOXKHO pazobpaTbesl, HO... Hy»KHO Jin? Beib oTaanuth
Hallly NOJ0MNbITHYIO Mbl BCE€ PABHOTO HE CMOXKEM, BO BCsIKOM ciiydyae B WDDB.

Xopotllio, 3aiem ¢ apyroro kKoHua. [ Ipeanosioxkum, 4yto nporpaMmma paboTaeT ¢ ornepaiu-
OHHOW cucTeMOH He Hanpsimyto (depes native API), a uepes noacucremy win3d2 (wind2 API).
Torna, ycranoBuB TouKy octaHoBa Ha JitoOyto API-dyHKIMIO, BbI3bIBA€MOMY MTPOrPaMMOK, Mbl
ABTOMATHUECKH MOMaJeM B Tylly "HOPMaJbHOrO" MpPOrpaMMHOrO KOJa, Y»Ke pacrnakoBaHHOTO
(pacundpoBanHoro? ) saumtoil. Bech Bonpoc B ToM: Kakne uMmeHHO API-¢yHKIMH BbI3bIBaeT
nporpamma. Hy, nyctb s3to Gynetr GetVersion, ¢ BbI30Ba KOTOPOH HAUMHAETCS CTAPTOBBIN KOJL
MpaKTHIeCKH JI0O0K mporpaMmbl. 3amnyckaem soft-ice, naxumaem <Ctrl-D>, naem xKomanmy
"bpx GetVersion", Bbixof1M U3 OTJ1aAuuKa, BbidbiBaeM unlink.exe u... HUYEro He MPOMCXOAUT!

Kpuc Kacnepcku 31



UnilLink v1.03 or KOpus XapoHa

Otnanuvk He BenabiBaeT! Beixoaut, ucenenyemast HaMu nporpamma He ucrogibdyet GetVer-
sion! Yro 2k, ynajsiem npeplylilyto TOUKy OCTaHOBa W MbiTaeMcs "3abperikath" CreateFileA
(Hy JIoJDKEeH »Ke JIMHKep KakK-To oTKpbiBaTh caisbi!!!). Tak, <Ctrl-D>, bpx CreateFi-
leA<ENTER>, x<ENTER>... ¥pa! 9to cpabartbiBaet! OTsiaunK rnepexBaThiBaeT BbI30B 3a-
ILIMIIEHHOH MPorpaMMbl U, rocJie Bbixozia U3 Tesia CreateFileA no komanne P RET (B CreateFi-
leA 1151 HaC IEAICTBUTEILHO HET HUUETO HHTEPECHOTO ), Mbl OKA3bIBAETCS B CJIEYIOILEM KOJIE:

001B:00416DEB  CALL [USER32! CharToOemBuffA]
001B:00416DF1  PUSH 00000104

001B:00416DF6  LEA EAX, [ESP+08]
001B:00416DFA  PUSH EAX
001B:00416DFB  LEA EDX, [ESP+0C]

001B:00416DFF  PUSH EDX

001B:00416E00 CALL [KERNEL32! GetShortPathNameA]
001B:00416E06  TEST EAX, EAX

001B:00416E08 JZ 00416E2B
001B:00416E0A LEA EDX, [ESP+04]
001B:00416EOE  PUSH 00

001B:00416E10 PUSH 27

001B:00416E12 PUSH 03

001B:00416E14  PUSH 00

001B:00416E16  PUSH 01

001B:00416E18 PUSH 80000000

001B:00416E1D  PUSH EDX

001B:00416E1E  CALL [KERNEL32!CreateFileA]

001B: 00416E24 MOV EBX, EAX

001B:00416E26  CMP EBX, -01

001B:00416E29 JNZ 00416E35

001B:00416E2B  CALL [KERNEL32! GetLastError]
001B:00416E31 MOV ESI, EAX

001B:00416E33  JMP 00416E5B

O6paTuTe BHUMaHKWE: HECMOTPS HAa OTCYTCTBHE TabJHULbl UMITOPTA, TPOrPAMMa KaKHM-
TO 3arajlouHbIM 06pa3oM Bce-Taku UMnoptupyet us kernell32.dll Bce, HeoGxonumbie et API-
¢dynkunu. Ouenb xopoto! Ceke ¢ native API u npourMu u3Bpatamu nporpaMMHCTCKOH XH -
TpocTH oTMeHsieTcsi! K Mbl ocTaemesi B cpejie MPUBBLIUHOK HaM nojcucTeMbl wind2 API. Kak
MMEHHO OCYLIECTBJISIETCS UMIIOPT — BOT 3TO yzKe Apyroi Borpoc! Keratu, napaiite sarisinem
B OJIHY TaKyto (hyHKILIHIO 1u3acceMb/1epoM:

.text:00416E18 push 80000000h

. text:00416E1D push edx

.text:00416E1E call dword_44CC20 ; B oTnag4vnke o710 6bn0 KERNEL32!CreateFileA
.text:00416E24 mov ebx, eax

. text:00416E26 cmp ebx, OFFFFFFFFh

.text:00416E29 jnz short loc_416E35

.data:0044CC14 dword_44CC14 dd ? ; DATA XREF: sub_416DA0+AD?r
.data:0044CC14 ; sub_416DA0+F9Tr ...
.data:0044CC18 dword_44CC18 dd ? ; DATA XREF: .text:0041A10ETr
.data:0044CC1C dword_44CC1C dd ? ; DATA XREF: .text:0041ATAATr
.data:0044CC20 dword_44CC20 dd ? ; DATA XREF: sub_416DA0+7ETr
.data:0044CC20 . sub_416F3C+ABTr
.data:0044CC24 dword_44(CC24 dd ? ; DATA XREF: sub_416DA0+DFTr
.data:0044CC24 : sub_416F3C+1287Tr
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.data:0044CC28 dword_44CC28 dd ? ;. DATA XREF: sub_416F3C+1AETr
.data:0044CC28 ;sub_417158+F1Tr ...
.data:0044CC2C dword_44CC2C  dd ? ; DATA XREF: sub_419DD8+3CTr
.data:0044CC2C ;. Ssub_41AD20+12ETr ...
.data:0044CC30 dword_44CC30  dd ? ; DATA XREF: .text:004014C471r
.data:0044CC34 dword_44CC34  dd ? ; DATA XREF: sub_419DD8+311Tr
.data:0044CC34 ;. text:0041A3ESTr ...
.data:0044CC38 dword_44CC38 dd ? ; DATA XREF: sub_419DD8+1ETr
.data:0044CC38 ;. text:0041A3A4Tr ...

Cwmorpure! B nuckoBom daiisie ajpecoB umMnoptupyembix yHKIHE POCTO Hem W Ta-
6@ UMIIopTa Cy/lst M0 BCeMy 3arloJIHSeTCsl 3alllUTON IHHAMHYECKH. A 3TO 3HAYMT, 4TO
B iu3acceMbJiepe Mbl TPOCTO HE CMOYKEM Pa3oOpaThesi: KaKasi HMEHHO (hYHKIMS B KAKOH TOU-
Ke TIporpamMMbl BbidbiBaeTcsi. Hiin... Bce-Taku cMoxkeM?! JIocTaTouHO MPOCTO CKUHYTh UMITOPT
paboTatollleil MporpaMMbl B 1aMIl, a 3aTeM MpocTo 3arpy3uThb ero B IDA! 3atem, orrasknpa-
fich OT aJpecoB Kcrnopta, BhiianHbX "dumpbin /EXPORTS kernel32.d1l", mbl 6es tpyna
npuBeeM TabJully HMIOPTa B HOpMasibHbIi BUL. MTak, npokpyunBasi sKpaH ju3accemosiepa
BBEPX, HAXOJUM TJIe Y 3TOH TaGJMIbl PACIIOI0KEHO ee HAauaslo WM HEUTO Ha HEero Mmoxoxkee
(ec/id Mbl OLLIMGEMCST — HUYEro CTPAHHOTO He MPOU30KIET, POCTO YacTh (DYHKIMI OCTaHeT-
Csl HepPaCIO3HAHHBIMH M KOT/Ia Mbl C HUMH CTOJIKHEMCS JIMIIOM K JIMLLY, 9Ty ONepaLuo NpUIeT-
sl OBTOPSITh BHOBB ). BOT, KaxkeTcst, Mbl HALIK, YTO HCKAJIH, CMOTPUTE!

.data:0044CC09 . sub_43E6D4+22ATr ...
.data:0044CCOA db ? ; unexplored

.data:0044CCOB db ? ; unexplored

.data:0044CC0C db ? ; unexplored

.data:0044CC0D db ? ; unexplored

.data:0044CCOE db ? ; unexplored

.data:0044CCOF db ? ; unexplored

.data:0044CC10 db ? ; unexplored

.data:0044CC11 db ? ; unexplored

.data:0044CC12 db ? ; unexplored

.data:0044CC13 db ? ; unexplored

.data:0044CC14 dword_44CC14 dd ? ; DATA XREF: sub_416DA0+ADTr
.data:0044CC14 ; sub_416DA0+F9Tr ...
.data:0044CC18 dword_44CC18 dd ? ; DATA XREF: .text:0041A10ETr
.data:0044CC1C dword_44CC1C dd ? ; DATA XREF: .text:0041ATAATr
.data:0044CC20 dword_44CC20 dd ? ; DATA XREF: sub_416DA0+7ETr
.data:0044CC20 : sub_416F3C+ABTr
.data:0044CC24 dword_44CC24 dd ? ; DATA XREF: sub_416DA0+DFTr
.data:0044CC24 : sub_416F3C+1287Tr
.data:0044CC28 dword_44CC28 dd ? ; DATA XREF: sub_416F3C+1AETr
.data:0044CC28 ;o sub_417158+F1Tr ...
.data:0044CC2C dword_44CC2C dd ? ; DATA XREF: sub_419DD8+3CTr
.data:0044CC2C ; sub_41AD20+12ETr ...

Yenosumesi cuntath ajipec 0044CC14h navwaaom. Vcnodnbayst Touky ocranoBa Ha Crea-
teFileA, BHOBb BJlaMbIBaeMcsi B IporpamMmmy M, OTKJII0uMB 0KHO "data" komanno# wd, ckuibiBa-
em Tabsmiyy umrnopra B xucropu: "d 44CC14". Beixonum us Avica, sanyckaem NuMega Sym-
bol Loader u 3anucbiBaem HeToputo Komans B haitst winice.log (un siroGoit ipyroit ro Batiemy
BKycy). M kak co BceM 3TuM Ham Tenepb paboTath? PaccMoTpum 3T0 Ha npuMepe (PyHKLHH
"call dword_44CC78". [1pexJie BCero Mbl JIOJZKHbBI BbISICHHTh, KAKOE 3HaU€HHe HaXOIUTCS B 3a-
rpykeHHoit mporpamme no aapecy: 0x44CC87. OTkpbiBaem winice.log no <F3> u ecmotpum:

Kpuc Kacnepcku 33



UnilLink v1.03 or KOpus XapoHa

0010:[0044CC78 77E8668C] 77E8F51E 77E93992 77E8DBF8 oweoow. 9w w
0010:0044CC88 77E93F05 77E85493 77E87BE4A  77E87D16 2w Tow fowl bow
0010:0044CC98 77E8COA6  77EBAFBE 77E8878A 77EBBDES WL LWL WL LW
0010:0044CCA8 77E94911 77E9499C 77E9138C 77E8DO19 Tow.IToweoow.ow

Tenepb, o6patuBlKch K Tabuauile sKcnopra kernel32.dll, onpenensiem: a) 6a3oBbli aj-
pec ee 3arpysku (B ganHoM ciydae: 0x77E80000); 6) umsi dhynkumnu, cymma RVA u IMAGE
BASE kotopoii coBnanaer co sHaueHuem 0x77E8668C. Briuntaem uz 0x77E8668C 6a3o-
BbIi afpec 3arpysku — 0x77E80000 n nonyuaem: 0x668C. HMiem crpoky 0x668C npoctbim
KOHTEKCTHBIM MTOUCKOM H...

302 12D 0000668C GetlastError

..9TO OKagbiBaeTcsl HU KTo WHOH, Kak GetlLastError, uto u TpeboBasnoch nokazath. Ko-
HEYHO, BOCCTAHABJIMBATh BeCb UMITOPT BPYUHYI0O — KpaiHe CKy4HO W YTOMHTeJbHO. Ho KTo
HaM CKasaJl, YTO Mbl JIOJKHbBI 3TO JleJiaTh HMeHHO BpyuHyto?! Benb nusaccembsiep IDA non-
JIePKUBAET CKPUIITHI, UYTO MO3BOJISIET aBTOMATH3UPOBAThL BCIO PyTHHHYIO paboTy (moapobHee
0 s13bIKe CKPITUTOB MOXKHO TPOYHTaTh B KHUre "O6pa3 MbllyieHuss — ausaccemosep IDA" ot
Kpuca Kacnepcku, To ectb, cO6CTBEHHO, MEHS ).

OK, ewue onnn 6apbep ycneuHo B3siTh. BooayuieBeHHble ycriexoM U J0BEpPXy HaMoJl-
HeHHbIe BbIMUTBLIM BO BpeMsi XaKa MUBOM, Mbl MpojiosixkaeM! B nsiane Bo3BpalileHus K HALLIUM
H6apaHaM, COCPEIOTOUNM CBOM YCHUJIUS HA 3arpy3urKe TabJiulle HMIOPTa, PACTIOI0KEHHOM MO
BCEH BUIMMOCTH TJIe-TO HeaJeKo OT TOUKH Bxoja. Hecmotps Ha To, uTo soft-ice, mo-npex-
HeMy, ynopHo npockakusaeT Entry Point, o6nambiBasich ¢ 3arpyskoii 3alidiiieHHoro gariia
(BrpoueM, pyrue Bepcuu soft-ice ¢ 3TUM cnipaBAsiOTCs Ha ypa ), Mbl MOXKEM JIETKO OOXUTPHTD
3allUTY MPOCTO BOTKHYB B TOUKY BX0jla OpsiK MOUHT. I 10CKO/IbKY, GpsiK MOUCK JI0/KEH yCTa-
HaBJIMBATbCS BO BIOJIHE OINPe/Ie/JIeHHOM KOHTEKCTE, HCIOJIb3yeM Y2Ke U3BECTHYIO HaM HbIUKY
¢ CreateFileA. Mrak, "bpx CreateFileA", <Ctrl-D>, 3anyckaem unlink u, koraa soft-ice
"BensibiBaeT" naem: "bpx 0x446673" (agpec Touku BXoja ), BIXOAMM U3 soft-ice u... 3amycka-
em ulink BHOBb. OT/1aUMK TYT K€ BCI/IbIBAET:

001B: 00446673 55 PUSH EBP

001B:00446674 68AECF4200 PUSH 0042CFAE
001B:00446679 8BDC MOV EBX, ESP
001B:0044667B 2403 AND AL, 03
001B:0044667D 7203 JB 00446682
001B:0044667F FE4302 INC BYTE PTR [EBX+02]
001B:00446682 D7 XLAT

001B:00446683 27 DAA

3Hakomble Mecra! Tpaccupyem Koji 1o TeX Mop MoKa Ha He BCTPETUTCS MOJ03PUTENbHbBIH
RETF (ot RET FAR — nanexuii Bo3Bpar), nepearoliiyii yrpaBJjaeHHe 1o CJeIyrolieMy aapecy:

001B:77F9FB90 8B1C24 MOV EBX, [ESP]
001B:77F9FB93 51 PUSH ECX
001B:77F9FB94 53 PUSH EBX
001B:77F9FB95 EB86B3FEFF CALL TTF8AF20
001B:77F9FB9A  0ACO OR AL, AL
001B:77F9FB9C  740C JZ TTFOFBAA
001B:77F9FBO9E 5B POP EBX
001B:77F9FBIF 59 POP ECX

Cyns o aapecy, 3TOT KO/ TPUHAJIEKUT HEMOCPEICTBEHHO CaMOH OTepallHOHHON CHCTe-
me (a tounee — NTDLL.DLL) u npexncraBasier co6oii dynkumio KiUserExceptionDis-
patcher. Ho uto 310 3a dynkuusi? Ee onucanue orcyrerByer B SDK, Ho nouck mo MSDN
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obHapyKuBaet napy crareit Meta [IutTpeka, nocssiieHHbIX MeXaHH3MaM (PyHKLIMOHUPOBA -
nust SEH u dynkuuun KiUserExceptionDispatcher B uactHoctH.

Crpykryphble nckiatouenust! Hy koneuno »xke! Kakas sauura o6xonurcst 6e3 nux! Jlagno,
pazbepemcsi, BOPUUM Mbl cebe MoJ HOC, MPOAOJKAS TPACCHPOBKY 3alllUThI JaJbliie. YBbI!
B Toii xke Touke, rie WDB rtepsin Hag nporpammoit KOHTpoJIb, soft-ice mpocTo caetaer. Ax,
BoT 3Hauut Kak!!! Hy, saumra, nepxucn!!!

(Mpojlo/KeHe CJIelyeT)
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