MIABA 3

HauunoHanbHble CTaHAapTbl

no 6esonacHOCT MH(pOPMALMOHHO-
Te/IEKOMMYHUKaLMOHHbIX CUCTEM

— Ckaskute, moskasnyicra, Kyjia MHe OTCIo/1a UJITU?

— A KyJa ThI X04ellb onacTb? — orBeTusi Kor.

— Maue Bce paBHoO... — ckazayia Ajsnca.

— Torma Bce paBHO, Kyna 1 uaATH, — 3aMeTu Kor.

— ...TOJIBKO OBI MOMACTh KyAa-HUOY /b, — MOsICHIIA AJnca.

— Kyna-uubyp Thl 06s13aTeNIbHO ToTaaenb, — ckasain Kor. — HyskHo
TOJIBKO JIOCTATOYHO J[OJITO UJITH.

He Bce 11 paBHO, O 4eM CHPAIIUBATD, €CJIM OTBETA BCE PABHO He MOJIY-
YUIITh, TIPaB/a?

Jviouc Kappoan. Anuca 6 Cmpane uyodec
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3.1. Cnucok ctTaHaapToB

K HallUOHAJIbHBIM CTaH/{apTaM B obJacTu 3alIUThI I/IHCI)OpMaLII/II/I B aBTOMATU3UPOBAHHDbIX
(I/IH(l)OpMaIII/IOHHI)IX) CHUCTEMAX U CETAX MOKHO OTHECTU CJIEAYIOIIE:

1. TOCTPUCO /M3IK 27033-1-2011 «Mudopmarmonnas TexHosiorus. MeTobl u cpeji-
crBa obecrieuennst besomacuocTr. besomacHocTs ceteil. YacTh 1. O630p U KOHIIEIN».

2. TOCTP NCO /M3K 27033-3-2014 «udpopmarinonHas TeXxHoaorus. MeTosl 1 cpe-
cTBa obectieuennst Ge3omacHoCTH. BesomacHocTs ceteit. YacTh 3. DTaTOHHDBIE CETEBbIE
CIIEHAPUU. YTPO3bI, METOIBI IIPOEKTUPOBAHUS U BOIIPOCHI YIIPABIECHUST>.

3. TOCT P 51583—-2014 «3amura nndopmarmu. [Topsiiok cosanmst aBToMaTu3npoBaHHbIX
cucreM B 3amuiieHHoM ucronserun. O61iue noIoKeHs .

4. TOCT P 56093-2014 «3amura nuhopmaiuu. ABTOMATU3UPOBAHHbIE CUCTEMBI B 3a-
uuienHoM ucnosnenuu. Cpeacrsa oGHapYsKeHMs IPeIHAMEPEHHBIX CUTIOBBIX DJIEKTPO-
MarHUTHBIX Bo3jelicTBuil. Ob1me TpeGoBaHU».

5. TOCT P 56103—2014 «3ammura nadopmanmi. ABTOMaTH3MPOBAHHBIE CUCTEMBI B 3al1I[H-
MeHHOM HcTioTHeHn . QpraHu3ans 1 coepKaHre paboT Mo 3aIUTe OT TPeTHAMEPEHHBIX
CUJIOBBIX 9JIEKTPOMATHUTHBIX Bo3elcTBuil. O6IINE MOJIOKEH ST,

6. TOCT P 52863-2007 «3amura nndopmaimin. ABTOMaTU3NPOBAHHbIE CHCTEMbBI B 3a-
HIMIIEHHOM NCIOJTHEHNH. VICTIBITaHusT Ha yCTOWYMBOCTD K IIPE/IHAMEPEHHBIM CUIIOBBIM
AJIEKTPOMArHUTHBIM Bo3aeicTBIsIM. O01ime TpeboBaHUs».

7. TOCT P 56115-2014 «3amura nadopMann. ABTOMAaTU3NPOBAHHbBIE CUCTEMbBI B 3a-
MuTeHHOM ncnorHeHnn. CpecTBa 3alUThl OT TPeHAMEPEHHBIX CUIIOBBIX 2JIEKTPO-
MarHuTHBIX BoanelicTeuit. O6mme TpeboBanus».

8. TOCT P 53113.1-2008 «1udopmannonnas rexnoaorus. 3anmra nHHOpMaIHOHHbIX
TEXHOJIOTUIT M aBTOMATU3UPOBAHHBIX CHCTEM OT YIPO3 MHPOPMAIMOHHON GE30ITaCHOCTH,
peaI3yeMbIX C HCIIOJIb30BAHIEM CKPHITHIX KaHanos. Yacts 1. Ob1iie nomoxKeHus».

9. TOCT P 53113.2-2009 «IMHpopMalnoHHas TeXHOJOTHUSL. 3aiuTa HHGOPMALMOHHBIX
TEXHOJIOTHH 1 aBTOMATH3NPOBAHHBIX CHCTEM OT YTPO3 HHPOPMAITHOHHON 6E30TTaCHOCTH,
peann3yeMbIX € UCTIOb30BAaHNEM CKPBITBIX KanasioB. HYacTb 2. Pekomengaium 1o opranm-
3aI¥ 3aIUThl nH(pOPMAUY, THPOPMAIIMOHHBIX TEXHOJOTUN U aBTOMATHU3UPOBAHHBIX
CHCTEM OT aTaK C MCIIOJIb30BAHNEM CKPBITHIX KAHAIOBY.

10. TOCT P 53131-2008 «3ammura nnhopmaryu. PekoMeHAIMK 110 YCIyraM BOCCTAHOB-
JIEHUST TIOCJTIE UPE3BLITAHBIX CUTYAIUH (DYHKIINI 1 MEXaHU3MOB 6e30TTacHOCTH HHMOP-
MAIMOHHBIX ¥ TEJICKOMMYHUKAIMOHHBIX TeXHOMOrHiT. OOII1e HON0KEHUs >,

11. TOCT P 56545-2015 «3ammra nndopmainu. Ya3BUMOCTH HH(DOPMAIIMOHHBIX CHCTEM.
[TpaBua onucanus ysasBuMocTeiis.

12. TOCT P 56546—2015 «3ammmra nrhopMaIiui. Ysi3BUMOCTH HH(HOPMAIIMOHHBIX CHCTEM.
Knaccudukarus ysazpumocteit HGOPMAIIMOHHBIX CUCTEM».

13. TOCT P 568242015 «Muresuiekryasibhast cCOOCTBEHHOCTh. VICIIOIb30BaHUE OXPAHSACMbIX
Pe3yJIBTaTOB MHTEJVIEKTYAIbHON JIeITe/IbHOCTH B ceTH VIHTepHeT».

14. TOCT P 53109-2008 «Cucrema obecnedenns uadOpMALUOHHON 6E30IIaCHOCTU CETH
CBs3M 00IIEro Mob30Batus. [lacnopT opranusainm cBsa3u 1o nHdGopMannoHHoi 6e30-
[ACHOCTU .
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15. TOCT P 53110-2008 «Cucrema obectieuenus urndopmaimontoii 6esomnacuocru. Ceru
cBsi31 0011ero mosb3oBanust. OOIIHeE TTOJTOKEHUS».

16. TOCT P 53111-2008 «¥YcroituuBocts GyHKIMOHUPOBAHUS CETU CBSI3K OOLIETO 1030~
Banus. TpeGOBAHU U METO/IbI TIPOBEPKU».

17. TOCT P 52448-2005 «3amura uadopmaruu. Obecnedyenne 6e30MacHOCTH ceTel
aseKTpocBasn. OOIINe TOTOKEHUS> .

18. TOCT P 56938—-2016 «3ammra nudopmarnu. 3anmra MHOOPMAIIN ITPU UCTTOJIb30BAHUN
TexHosiornii Bupryanusanui. OOIIie HoI0KeHnsT».

19. TOCT P 56205-2014 IEC/TS 62443-1-1:2009 «CeTn KOMMYHUKAITHMOHHBIE TPOMBITILIIEH-
Hble. aUIEeHHOCTD (KOepOe30macHOCTD ) ceTh 1 cucTeMbl. Yacth 1-1. TepmuroorHs,
KOHIIENTYaJIbHbIE OJOKEHUS U MOJIENIN».

20. TOCT P MOK 62443-2-1-2015 «CeTn KOMMYHUKAI[HOHHbIE TIPOMBIIILJIEHHBIE. 3allH-
IIEHHOCTD (Knbepbe30macHoCTh) ceTr 1 cucteMbl. Yactb 2-1. CocraBiieHre mporpaMmebl
obectieueHust 3anneHHOCTH (KnOGepOEe30NacHOCTH ) CUCTEMbI YIIPABIEHUST U IPOMBIIII-
JICHHOI aBTOMaTHKI»>.

21. TOCT P 56498-2015 (IEC/PAS 62443-3:2008) «CeTu KOMMYHUKAIIHOHHBIE TIPOMBITII-
JIEHHBIE. 3alnIeHHOCTD (KnbepOe30nacHOCTh ) ceTn 1 cuctembl. YacTp 3. 3auuimeHHocTh
(knbepHe30MaCHOCTD ) TTPOMBITIIIEHHOTO MPOTIECCa M3MEPEHUST U YITPABICHS>.

22. TOCT P MOK 62443-3-3-2016 «CeTtn mpoMbITIITIEHHOM KOMMYHIKannn. besomacHocTnb
cereii u cucrem. Yactb 3-3. TpeboBanus k cucTeMHON Oe30macHOCTH U yPOBHH Ge3orrac-
HOCTH>.

23. TOCT P ICO/M3K 30100-1-2017 «Mudopmarmonnsie Texnogornn (U T). Menemx-
MEHT pecypcoB goManaux cereit. Yacte 1. TpeboBanust».

24. TTHCT 199-2017 «I'moGaibHas HaBUTAI[MOHHAsE CIIyTHUKOBAs cucreMa. PernonasbHble
HABUTAIMOHHO-UH(DOPMAIMOHHDIE cucTeMbl. HaszHaueHue, cOCTaB U XapaKTEePUCTUKU
cucTeMbl oOecriederust MHGOPMALMOHHOI 6e3011aCHOCTH .

25. TOCT P 58256—2018 «3amura mHbOpMaLi. YIIpaBjieHre II0TOKaMU HH(MOPMALII
B MHGOpMaIMOHHOI crcteme. Dopmar KiaaccupUKAITOHHBIX METOK Y.

Kpome ykazaHHBIX CTaHIAPTOB, B JAHHOU IJIaBe PACCMOTPEHBI ellle CTAaHAAPThI 110 3alUTe
1paB Ha 0OBEKThI MHTEIIEKTYAJIbHON COOCTBEHHOCTH:

T'OCT P 58086—2018 «Muresexryaibtas coOCTBEHHOCTD. Paciipe/ieieHue MHTEIIEKTY-
AJIBHBIX MPAB MEKIY 3aKa39MKOM, NCIOJHUTETIEM M aBTOPOM Ha OXpaHsAeMbIe Pe3yIbTaThI
WHTEJIEKTYATbHON /e TeTbHOCTH, CO3[aBaeMble M/ WIH NCMOAb3yeMble TTPU BBHITIOTHEHITHT
HAYYHO-HCCJIe/I0BATEIbCKUX, OTBITHO-KOHCTPYKTOPCKHUX, TEXHOJOITMYECKUX U ITPOU3BO/L-
CTBEHHBIX paboT».

TOCT P 56823-2015 «MHTesiekTyaibHast co6cTBEHHOCTh. CiryskeOHbIE Pe3yIbTaThl HHTEJ-
JIEKTYaJIbHOM JIeSITETTBHOCTH .

TOCT P 55386-2012 «MHTeiekTyaibHast coOCTBEHHOCTh. TepMuHbI 1 onipeaesenus (¢ 13-
mereHueM Ne 1)».

TOCT P 58210-2018 «MHupopmarmontsie TexHosornu. Ceru Gyayiuiero. Mopmyanposka
upobem u tpeboBanust. Yactb 1. O61iue acuekToi».

ITHCT 301-2018/MMCO/MOK 24767-1:2008 «Mubopmarimonnbie TeXHOMOTHN. be3omnac-
HoCTb goMatntei cern. Yactp 1. TpeGoBatus 6e30MacHOCTH.
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TFOCT P ICO/MOIK 24767-2-2018 «Mudopmarmonnsie Texnosoruu. besomnacnocts z1o-
mariseii cetr. Yacth 2. BHyTperHne caysk6b1 6e30macHoCTi. Be3omacHbIi MPOTOKOJ CBSI3N
JUTSE cBSA3YIOTIero mporpaMmmuoro obecriedenust (SCPM)».

3.2. CtanpapTtbl cepmun 27033 no 6e30nacHOCTH ceTen
3.2.1. O6wue 3ameuaHun

B coBpementom mMupe nHGOPMAIMOHHBIE CUCTEMbI OOIBITHHCTBA OPTAaHU3AIMN CBSI3aHbI
CeTsIMU, IIPU ITOM CETeBbIE COEAUHEHMSI MOTYT OTHOCUTBCS K OJIHOMY MJIH HECKOJBKUM BH-
Iam, ipejcrasiaeHubivM Ha puc. 3.1 (kak onu uzobpaxenst B crangapre TOCT P MMCO/M 3K
27033-1-2011):

O B mpenenax opranusaluy,
O MeX/Iy pasJnIHbIMU OPraHUu3aIISIMU;

O MEKIY OpFaHHBaHI/Ieﬁ " HEOTPAaHWYEHHBIM KPYTOM JINII.

OpraHusauus C

HeorpaHnyeHHbIN Kpyr nuy,

OpraHuzauus B

O6wepnoctynHas

OpraHuzauust A

YacTtHas
ceTb

Puc. 3.1. Buabl ceTeBbiX COeAUHEHNI

Hcnosmb3oBanue CeTeBbIX TEXHOJIOTUI, B TOM YHCJIe TI00aTbHO MHPOPMAIIMOHHO-TETEKOM-
MYHUKAIMOHHOM ceTr VIHTepHET, 06ecrieunBaeT HOBBIE IMTPOKUE BO3MOKHOCTH JIJTsT BEICHUST
GU3aHeca M MOJyYeHUs 3HAYUTEJNbHBIX TpenMyIiects. OJIHaKO Hapsi/Ly € MPenMyIecTBAMK
MOSIBJIAIOTCS HOBbIE PUCKHU GE30TIACHOCTH, KOTOPBIE MOTYT OKA3bIBAT CYHIECTBEHHOE HEGIaro-
IPUATHOE BJUSHUE HA ACATEIBHOCTH OPTAaHM3AIINHY, & CJE/IOBATEILHO, TPEOYIOT YIPABIEHMUSI.
[ToaTomy ofiHUM 13 BaskHE X TpeGOBAHMIT TIPU UCTIONB30BAHUN CETEBBIX TEXHOJIOTHIT SABJIST-
ercs obecrieuenne aIeKBaTHOI 3auThI ceTell, nHPOPMAITMOHHBIX CUCTEM, CETEBBIX CEPBUCOB
u o6pabarbiBaeMoil nu(GoOpMAaIu.

Hasmnauenwne crangapros cepun M1CO/MIK 27033 coctout B TOM, 4TOOBI TIPEAOCTABUTD
NoAPOOHBIE PEKOMEH/IAIIMH 110 acTIeKTaM 0e3011aCHOCTH MEHEKMEHTa, (PYHKIIMOHUPOBAHUS
1 MCIOJIb30BaHUsI ceTeil n mHGpopMannoHHbix cucteM. OHM MPEIOCTABIISIIOT IOTOTHATEbHbIE



